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Introduction

Product Description

Backup4all is an award-winning backup software for Windows. Backup4all protects your valuable
data from partial or total loss by automating backup tasks, password protecting and compressing it
to save storage space. Using Backup4all you can easily backup to any local, network drive, backup to
FTP (with support for SSL encryption, proxy server, passive mode), SFTP, Amazon S3, Azure, Dropbox
(Personal or Business), OneDrive (Personal or Business), Box, HiDrive, Hubic, backup to CD, DVD or
Blu-ray disc, Google Drive, or other removable media (such as USB or Firewire drives).

You can also use multiple Amazon S3 compatible clouds as backup destination: Akaza, Aruba Cloud,
Caringo, CenturylLink, Cisco, Claudian, Connectia, Constant, DDN, dinCloud, Dream Objects, Dunkel, T
Cloud, Exoscale, Google Cloud Storage, Green Qloud, HGST, Hitachi, HostEurope, IDC Frontier,
LeoNovus, Mandic, Minio, NetApp, NiftyClouds, Numergy, QNAP, Revera, Scality, Seeweb,
SwiftStack, ThinkOn, Tiscali, vCloud Air, Verizon, Walrus and Zettagrid. You can also use a custom S3

compatible server by entering the specific information.
Tabs O X
Itincludes the opfions
available for the selected tab

Menu
Itincludes the menu items.

Layout  Control Click for a drop-down list of

Explore View

available options.
= =3 Collapse Al (LA T =
= e 5 r : =0 =X
Expand Versions
All Pane
Filles & Folders File Versions Layout Filter
eated Status Last Backup Date Type Execution Order & Name Size Mlc
®- [ <Favorites>
Warnings #eackup Test P Restore o Explore view
Runni: My Documents (Press F2 to show/hide)
Smart, (HDD) E:\My Backup4all\Admin\ Shows the source files and
Scheduled ) - folders for the selected
personal backup job. On the Explore
iew tab, there are more
~ Jobslist options available,
Navigation Pane Itincludes the list of the Right click for more options.
. backup jobs with brief
Lists the backup tags on the . . .
Jobs page. If another page !“f°"“.a"°“ for each J.Ob'
is selected (History or Right click for more options.
Scheduler) the information
about them will be shown.
< >
Type ~ Bek. No. Backup Date Status
File versions pane
It shows the list of versions
Type to search Type to search backup jobs < available for the selected
2 2 | Here 30:10‘9';1_ o file in Explore view.
| i L B T [ E T Right click for more aptions.
JODS HlStOf}’ e and Scheduler pages. e E
No messages 1 jobs

Backup4all can backup open/locked files (if the files are located on local partitions on Windows
XP/2003/Vista/Windows 7/Windows 8/8.1/Windows 10) and it can perform smart, full, differential,
incremental and mirror backups. Once a backup is performed, in Explore View (F2) you can see what
files have been changed since the last backup or in Statistics View (F3) you can read the statistics
about the next backup execution. In Explore View, when you right click a file, you can use the
context menu to run standard actions associated with the file type.
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1.2

1.3

In Backup4all you can manually select which files and folders to be backed up. There is also the
option to use backup plugins which will automatically pick the necesarily files for backup. There are
some predefined plugins available in application: My Documents, My Pictures, Google Chome,
Internet Explorer Favorites, Mozilla FireFox Profiles, Mozilla Thunderbird, Windows Live Mail or
Outlook emails and settings. Users can create their own plugins using the Plugin Creator application.

Backup4all has ZIP64 support (can create backups over 2 GB) and creates standard zip files, meaning
that you can access it with any zip compatible utility. Backup4all also allows you to encrypt your
backup using AES encryption (128/192/256-bit).

Backup4all keeps track of file versions. You can easily restore any version of files or a whole folder.
You can also filter the files to be restored by different criteria such as: type of the file, date, size or
attributes.

Backup4all tests the backup files automatically to ensure the backup is safe and correctly executed
(uses CRC32).

Backup4all runs on Windows Server 2016/10/Server 2012/8.1/8/Server 2008/7/Server 2003/XP and
offers multi language support.

Note: One or more of the features mentioned in this chapter might not be available in your edition.
The Professional edition includes all the features. For a comparison between editions, please check
feature matrix topic.

System Requirements

To install Backup4all you need Windows Server 2016/10/Server 2012/8.1/8/Server 2008/7/Server
2003/XP and at least 300 MB of free disk space. Because the application uses zip compression,
additional disk space is needed for the temporary directory. The amount of free space depends on
the size of files to backup.

Note: Backup4all can backup open files only if installed on Windows Server 2016/10/Server
2012/8.1/8/Server 2008/7/Server 2003/XP and if the files are stored on NTFS partitions.

Features Summary

Intuitive interface

The Getting Started window allows you to easily define/run backup jobs or restore backed up data.
By switching to the Explore View, you can see all the files/folders that are in the backup job and the
new files that will be stored at the next backup execution. You can sort and search the file tree in
Explore view. You can start this backup application at windows startup or minimize it to the system
tray.

Backup locked or open files (XP/2003/Vista/Windows 7/Windows 2008/Windows 8/Windows 8.1/
Windows 10)
Backup4all uses the Volume Shadow Copy service that allows you to back up local open files from
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NTFS partitions in Windows XP/2003/Vista/2008 Server/Windows 8/8.1/Windows 10. Now you can
backup your emails and settings without closing Microsoft Outlook, Outlook Express or other email
clients.

File and Folder Filters

Powerful file and folder filtering engine with lots of options to filter by attribute, size, date, name
and type). You can create filters using a combination of restrictions and you can define separate
filters for inclusion and exclusion.

Predefined Filters

Filters can now be added through the Options window, and once you set some predefined filters you
can use them in any backup job. If you change the predefined filter at a later time, it will be
automatically modified on each backup job that uses it too.

Manage multiple backup jobs
This backup software allows defining multiple backup jobs and saving them for future use. On the
main application view, you have an overview of all defined backup jobs.

Email notifications

You can configure Backup4all to send custom emails after a backup finished, with success, error and
warning notifications. Environmental variables can be used in the email title and body. Additional
options allow you to attach the backup log file and send the email to several addresses.

Pause/Resume or Stop operation

The backup operation supports pausing and resuming, so running a backup job can be interrupted
and continued at a later time. There is also a Stop operation now, that when pressed will not Cancel
the backup, but instead will save everything until that point when it was pressed.

Automatic updates
Backup4all can now check for updates either manually or automatically at a scheduled date. This
allows you to better stay in touch with the latest development of Backup4all.

Backup catalog file

Backup4all stores a summary snapshot of the file and folder information into a backup catalog file (".
bkc") each time a backup is executed. This catalog is stored in a different file than the backup itself
and it allows Backup4all to keep track of the backed up files. The advantage of using a catalog is
faster backup execution. Another advantage is that you can run Backup4all together with other
backup applications because they will not interfere with each other.

Backup directly to CD/DVD/Blu-ray

This backup software comes with its own built-in CD/DVD/Blu-ray burning support. Just set the
destination on CD/DVD/Blu-ray disc and execute the backup job. However, you can use UDF format
(using SPTD driver installed with Backup4all, or other products such as DirectCD or InCD) or the Joliet
format. Backup4all also has the possibility to erase CD-RW/DVD-RW/Blu-ray media.

FTP Backup
You can backup your files to remote locations using the FTP service (with SSL support, active/passive
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transfer modes, firewall support, XCRC tests). You just have to select FTP as destination, enter the
connection details and you are ready to backup to FTP.

SFTP Backup
You can backup your files to remote locations using the SFTP service. Select SFTP as destination,
enter the configurations and you are ready to backup to SFTP.

Azure Backup
You can backup your files to Azure destination. Select Azure as backup destination and type the
Account name, the Key and the Container to configure the Azure destination.

Amazon S3 Backup

You can also use Amazon as backup destination. Select Amazon S3 as backup destination and type
the Access key ID, the Secret Access Key and the Bucket in order to configure the Amazon S3
destination.

Backup Destination

You can store the backup in a local folder, on another computer in the same LAN, on media such as:
CD-R, CD-RW, DVD+R, DVD-R, DVD+RW, DVD-RW, Blu-ray, Blu-ray RW, on USB drives or other
removable media, on FTP, SFTP, Amazon, Azure.

Extra Actions
Perform extra actions before and/or after backup execution.

Statistics

You can actually see the number of files that will be processed at next backup (very useful when you
have a large number of files). Other information refers to the size and date of the executed backups
and the available free space on storage destination.

Play custom sounds
Backup4all can play custom success/warning/error sounds at the end of the backup.

File warnings

File warnings are displayed to the user during backup execution if the user chooses so. These
warnings are also written to the log file. Scheduled backups do not show these warnings even when
this option is set.

New Backup Wizard
This backup software provides step-by-step instructions to create a new backup job by selecting
Where, What, How and When to backup.

Easy File and Folder Selection

You can browse a folder tree to select several files and folders as source of the backup or you can
include or exclude them individually. Multiple files/folders can be added as Sources at once (drag-
and-drop supported).

Backup Types
Different backup types to choose from: smart backup, full backup, differential backup, incremental
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backup and mirror backup.

Smart backup
This backup type was designed to automatically decide the backup type to use and the number of
versions to store, giving a backup destination, without asking you every time what to do.

Block backup
This option is useful when you have large files changed frequently (as .PST or databases). Using the
block backup option, allows you to back up only the changes inside the file, not the whole large file.

Standard Zip Compression and zip64 support

If the zip file size is less than 2 Gbytes, Backup4all creates standard zip files. This format is
compatible with any zip utility available on the market. Unlike other backup softwares, for zip files
greater than 2 Gbytes, Backup4all uses zip64 technology (which allows unlimited zip file size).

Backup Plugins

In Backup4all you can load plugins to backup/restore the settings of specific programs. A plugin is
actually an XML file that once imported in Backup4all adds a predefined backup. For instance, a
backup plugin for Mozilla FireFox, when loaded, will automatically add in the Predefined Backup list
an entry for Firefox, so when defining a new backup job if that’s selected, the FireFox profiles will be
added as source for the new backup.

Customized Zip Names
You can customize name prefixes for the zip archives, which store your backup versions. Backup4all
also supports file/folder paths longer than 260 characters (turn off file parsing).

Password Protection

You can protect your ZIP files by setting a password for each backup job. Besides normal password
protection, Backup4all also supports 128-bit, 192-bit and 256-bit AES encryption. These numbers
reflect the encryption key size used to encrypt the data - a higher key strenght provides stronger
encryption.

Snapshots

Mirror backup type makes an exact copy of selected files and folders (copying NTFS permissions and
alternate streams), including empty folders too (for an exact copy of the source). Optionally, for
mirror backups you can choose to zip the backed up files individually.

Disk Spanning

Automated support for splitting your backup between many removable disks or even on the same
media. You can specify the maximum size of the zip archives. When performing a mirror backup and
using disk spanning you can choose not to split the files. This is an useful option because you can
copy your music/movies to CD, DVD or Blu-ray disc and not have them split up when the CD, DVD or
Blu-ray disc is full.

Logs
The operations performed by Backup4all are logged. This allows you to see the status of performed
operations (backup/test/cleanup/restore).
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1.4

Command Line
A command line version of this backup application is available too (that lets you run different
operations using parameters).

Restore Wizard

Restore backed up data step-by-step. Allows you to choose the version of files which will be restored
and filter them to restore only the needed versions (file versioning applies to full, differential and
incremental backups only). You can quickly restore the latest version of a file/folder as well as
restoring versions of files backed up at a specific date.

Compatibility

You can restore data using any standard zip software. Backup4all gives you this way more flexibility
if you need to restore data on a different computer (if the backup was created using independent
splits, see this section on how to restore correctly using 3rd party zip software).

One touch backup

Some USB enclosures have a button to start the execution of an associated program. If you have
such a device, you can configure Backup4all to execute a backup job or a backup tag when this
button is pressed (works only with certain USB enclosures).

Summary
Text description of the full setup for each backup job that allows you to easily review the
information regarding the backup.

Program security
Backup4all offers an option to lock its interface so that when it starts you will need to provide a
password in order to unlock it and be able to make changes to its settings.

Test backup

The application tests the backups (using CRC32). This ensures that the files have been backed up
properly and the backup is safe. You can also test the backup integrity at a later time from
Backup4all's main menu. When backing up to removable media, after each media item written the
backup test is performed (for spanned backups). When backing up to FTP, the XCRC command can
be used (if supported by server). This speeds up the testing as Backup4all will verify the backup
based on the CRC information received from server. If a cloud destination is used as the backup
destination, the test will be made based on the CRC information and the files won't be downloaded
again after backup.

Note: One or more of the features mentioned in this chapter might not be available in your edition.
The Professional edition includes all the features. For a comparison between editions, please check
feature matrix topic.

Feature Matrix

Backup4all comes in three* editions: Lite, Standard and Professional.
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Professional is the full edition with all features enabled, while Standard and Lite are the limited-
functionality editions.

Below you can find a comparison of the features available in each edition.

*Backup4all Portable Edition is a custom version of Backup4all that works only on portable devices.

Backup Destinations

Lite Standard Professional Portable
Edition
UPDATED: Cloud backups to Google Drive

NEW: Cloud backups to Hubic
NEW: Cloud backups to HiDrive

NEW: Cloud backups to 37+ S3 Compatible
destinations

UPDATED: Cloud backups to Google Drive
UPDATED: Cloud backups to Microsoft OneDrive

UPDATED: Cloud backups to Box Cloud

XXX XXX

UPDATED: Cloud backups to Dropbox
UPDATED: Cloud backups to Amazon S3
UPDATED: Cloud backups to Azure

Backup to FTP (active/passive transfer modes)

Backup to FTPS (FTPES, FTP-SSL or FTP Secure)

HERXBEXEXRXE XXX X
ERXXXEXXEX XXXXK

Backup to SFTP (SSH File Transfer Protocol)
Backup to CD/DVD (single/dual layer)
Backup to Blu-ray/HD-DVD

Backup to external hdd (USB/Firewire)
UPDATED: Backup to network drives

Backup to removable media (USB flash drive,
floppy)
Backup to local hard drives

Backup to ZIP drives
Can be installed only on portable USB flash drives g@ é}@ %

Interface
Lite Standard Professional Portable
Edition
UPDATED: Customizable ribbon interface
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Show job details in card/list mode

Navigation pane

Notification messages

Windows Explorer contextual right-click menu

Start application at Windows startup 4
Minimize application to system tray

Add sources with drag-drop

Explore View

Backup View

Progress View

View backup statistics

Group backup configurations using tags

Access application according to system privileges

Lock program interface with a password Py
Show "Getting Started" window

Show versions in Explore View

Search as-you-type for backup jobs/tags in backup

list

History window with backup/restore/test/cleanup %

logs

Show available space in destination on Statistics

View

Create desktop shortcut to backup jobs and g@ g@
backup tags

Predefined backups

UPDATED: Redesign Plugin Creator application

Microsoft Outlook backup plugin

UPDATED: Quick access toolbar

Visualization modes for application startup

Automatic updates

Multi-language support

MSI setup for automatic deployment 4

Backup
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Lite Standard Professional Portable
Edition

UPDATED: Block-backup g@
NEW: Scheduled Suspend g@ g@ g@
Backup open files (locked or in use)
UPDATED: New Backup Wizard
Stop/cancel all backup jobs
Password store management

Select individual files and folders to be backed up

UPDATED: Inclusion and exclusion filters for files
and folders

UPDATED: Create and use general predefined
filters

Possibility to Pause/Resume or Stop the backup
Override filters

Suspend application

Run missed schedules =4
AES encryption (128-bit, 192-bit and 256-bit)
Email notifications on success, errors, warnings
Run program/action before and/or after backup
Run program/action only once

Run at system shutdown

"Clean backup" action with parameters

XXX

Clear backup before executing a scheduled job
Erase disc before backup
Use local catalogs

Play sound on success, warning, error

x

Assign volume labels for removable media

Assign label for each backup version

Set backup thread priority

One Touch Backup feature 3@ %
UPDATED: Independent spanned backups
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UPDATED: Back up empty folders

Delete Sources after successful backup

Create backup log

Create backup catalog file

Run backup at log on OR log off ¥ 4
UPDATED: Free Backup Plugins

Possibility to set memory usage for backing up

Plug-n-Backup g@ g@ 8@

Browsable file and folder selection

Search file/folder in Backup view

Backup types

Lite Standard Professional Portable
Edition

Smart backup 8@ g@

Mirror backup - without compression

Mirror backup with individual file compression
(zip)
Full backup

Store multiple versions for full backup type
Differential backup
Store multiple versions for differential backup type

True incremental backup

AR X
x XK

Store multiple versions for incremental backup
type
Limit number of backup versions

x

Backup format
Lite Standard Professional Portable

Edition
Compress backup files (zip format)
Obfuscate file/folder name in zip archive g@
Support for zip64 technology

Choose zip compression level

Password protected zip files

Backup4all 7 User Manual Copyright © 2020 Softland



18 Backup4all 7

Customize zip name prefix

x K

Split zip files
One-to-one copy

Copy files with NTFS security permissions and
alternate streams

Use NTFS change journal
Custom application data file locations

Backup execution
Lite Standard Professional Portable

Edition
Show backup progress
Compress catalog on destination
UPDATED: Smart file scanning mode Py P4
Execute all backup configurations in a tag
Perform unattended backups using Windows 4
scheduler
Command line 8@

Verify backup integrity before execution

Test
Lite Standard Professional Portable

Edition
Test backups
Test backup tags
Test & repair backups
Test FTP/SFTP backups % %
Test after backup option
Set test thread priority
Backup test performed after writing each disc ¥
Create test log

Restore

Lite Standard Professional Portable
Edition
Restore wizard

Schedule a restore operation 8@
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Restore using command line 8@

Restore specific backup increments 8@

Filter files to restore

Restore all files as of specific date 8@
Restore to different folder

Restore selected file

Restore selected version of a file g@

Restore selected folder
Restore preview

Set restore thread priority
Create restore log

Languages
Lite Standard Professional Portable
Edition
Multi-language support
Legend

"New" means the feature is new and is available only from Backup4all 7.
"Updated" means the feature was improved in Backup4all 7.

Note: One or more of the features mentioned in this chapter might not be available in your edition.
The Professional edition includes all the features. For a comparison between editions, please check
feature matrix topic.
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2 Getting Started

2.1 How to Configure a New Backup

To create a new backup job, click on the New Backup Wizard toolbar button ( ). For each
backup job you must specify at least its name, a valid storage destination and the source files (first
two steps of this wizard), the rest of the options not being mandatory. In New Backup Wizard, you
can switch anytime to Advanced mode for more configuration options.

These are the steps you must perform in the New Backup Wizard:
1) Enter the name of the backup in the Backup name field, then press Next

(&} New Backup Wizard - B

@

Name your backup

Backup name: | |

Description:

Jobicon:
Change icon

Advanced mode Previous Mext Cancel

(¥}

o
m

2) Select a location where you want to save the backup. You can choose as destination:
e your local hard drive (Local)
e a network computer (LAN)
an FTP location (FTP)
e an SFTP location (SFTP)
e an Azure account (Azure)
e an Amazon account (Amazon S3)
Click Next to go to the following step.
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3) Select the files and folders you want to backup (sources of the backup) or choose a
predefined backup from the drop down list and click Next.
On the right side of the wizard you have some predefied filters to include only specific types of files
(documents, images, music or videos). Select them if you want to back up only those files from your
backup sources. By default those filters are not selected.

(4] New Backup Wizard — =

What do you want to backup? Filters
Backupdall Configurations (plugin) W Plugins Apply these filters over the
selected sources
File\Falder Size ] Documents
= |1 <Backupdall Configuration= ” ] Images
M <Job Settings Folder= | Music files
&L <Tag Settings Folder> | Video files

0 «Catalog Folders

) <Log Folder>

&L <Plugins Folder>

) «Scheduled jobs Folder>
I3 <Host keys Folders

R e

£k <Ini File> 30.71 KB
% <History File> 56 KB
% <Small lcons File= 14.66 KB
[l al o Tl G4 4T N o
Add folder Add files Remove
Help: What do yvou want to backup? Suggest a new plugin
Advanced mode Previous Mext Sawve M Cancel

4) Select how do you want to backup. By default, the Smart type is selected.
By default, Smart type is using 80% of the destination space. If you want to use the entire
destination space only for that backup job, you can select the "Use the entire available destination
space" option. If you back up large files, you might want to enable the "Use block backup" option, to
back up only the modified parts of each file.
You can also use encryption for the backup types that creates zip files.
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(&} New Backup Wizard - B

@

How do you want to backup?

[ Use block backup

&= Smart : : o
b= [ Use the entire available destination space

Srnart backup is a backup type which combines the full, differential and incremental backup types with
cleanup operations in order to efficiently manage the backups according with the backup settings and
the free disk space in destination.

Do you want to encrypt the backup?

() Yes, use password protection (®) No, do not protect

Help: How do you want to backup?

Advanced mode Previous Save M Cancel

6) To finish the job and run the backup, press Save->Save and run.

Backup4all provides extended information about the backup, which can be consulted before the
backup execution. You can switch between views by selecting one of the available views from the
Job view menu:

e Backup - shows the list of backup executions with their sources statuses before each

execution

e Statistics - shows statistics about the latest backup and the next backup job
The wizard creates an ".ini" file in the |IniFiles folder (usually in C:
\<user>\AppData\Roaming\Softland\Backup4all 7\) with the same name as the backup job. In
addition, a backup catalog file (".bkc") is created both in the destination and locally in the Catalogs
folder (the same directory as where the IniFiles folder is created).

Manually modifying ".bkc" or ".ini" files may result in corrupted backup jobs and the impossibility of
restoring the data you backed up. A backup job is automatically created when double clicking on a ".
bkc" file. You can also recreate the backup job by opening a ".bkc" or ".ini" file from the File->Open
menu.
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2.2

2.3

Once the backup job is created, it will be displayed on the center column of the application's main
window. On the right, you will see the content of the backup job (files and folders), depending on
the chosen view (explore, backup or statistics) and on the left side you will see the tags list.

Note: One or more of the features mentioned in this chapter might not be available in your edition.
The Professional edition includes all the features. For a comparison between editions, please check
feature matrix topic.

How to Run a Backup Job

)

p—

To start a backup click the Backup button ( 22°UP ) from the application's toolbar or press F6.
You can also right click the backup job and select the Backup action to start.

If an error occurred during backup and the backup was aborted, the Error icon appears in front of
the backup job. Read the log files (from Jobs tab, History section, View log) for details about the
errors. The icon will disappear when the backup is executed again and the execution is successful.

If one or more files could not be backed up (not enough user rights etc.), then the Warning icon
appears in front of the default backup job icon, after the backup finished. Read the log files (from
Jobs tab, Tools section, View Log) for details about the files that were not backed up. The Warning
icon will disappear when the backup is executed again and all files were backed up.

Note: One or more of the features mentioned in this chapter might not be available in your edition.
The Professional edition includes all the features. For a comparison between editions, please check
feature matrix topic.

How to Manage Backup Jobs

Copy an Existing Backup Configuration

You can use the Duplicate (Ctrl+L) option from the Jobs tab to create a duplicate of the selected
backup job, then you can easily modify its configuration. This option can also be selected from the
right-click menu of the backup job.

Modify a Backup Job Configuration

First you must select the backup job you want to modify. Then press the Properties button ( - )
from the application's toolbar. This will open the Backup Properties window. You can also change its
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2.4

configuration by choosing Properties from the right-click menu of the backup job. After the
Properties window is opened, select the page with the settings you want to modify.

Delete a Backup Job

Select the backup job you want to delete and select Delete option from the Jobs tab. Another
possibility is to choose Delete (CTRL+Del) from the right-click menu of the backup job. In order to
prevent mistakes, a confirmation window will appear when you select this option.

Files and folders from the source and destination will not be deleted, by any of these operations.

Note: One or more of the features mentioned in this chapter might not be available in your edition.
The Professional edition includes all the features. For a comparison between editions, please check
feature matrix topic.

How to Restore from a Backup

With Backup4all you can do the following restore operations:
e restore the latest version of all files
e restore all files as they were on a specified date
o filtered restore
e restore all files from a folder
o restore the latest version of a particular file
e restore the latest version of multiple selected files
e restore any version of a particular file
To make a full or a filtered restore start the Restore Wizard by pressing the Restore button (

=

Bestore..,
=

) from the application's toolbar. You can restore the files in the original location or in a
different location your choose.

Alternatively, you can restore the latest version of a file, several selected files or all files from a
folder by selecting the files or folder in the Explore View, right-click and select Restore Latest
Version or Restore Latest Version To...
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2.5

Explore View Backup4all 7.0 - TRIAL (will expire in 29 days)

Layout Control Explore View

E =3 Collapse All * ?_ [ View with Notepad =
= = = [y Compare with Source = -
Expand  Eups o e T Restore  Open Versions
bfolder E Ll | Pane
Files & Folders File Versions Layout Filter &

:I::; HName Status Last Backup Date Type Execution Order Ty Size Modified

B 5= E
:l-'ua“r::‘?: @ New Backup #Eacdup -fles_t ¥ Bestore 5 1) Backup_sources
Scheduled Smart, (HDD) EAMYy ... [Success] 7/25/2017 2:18:30 P = .'_]3 contracts
personal & O folder!
&) folder2
=1 folderd
#-1CD 0- Copy
O sasant Tbytes  5/14/2013 3:46:51 PM
© ] testmp3 175k, 1/10/2014 10:51:08 ..
=) folders
&0 folderd
=D folderd
#0 0-Copy
O sasabt Tbytes  5/14/2013 3:46:51 PM
O 12wTqyfrkdibg 175b..  1/10/2014 10:51:08 ...
O 14ufmn2bivikq - Copy ... 159b..  1/10/2014 10:58:33 ..
E[_‘-{ Tdufmn2bfvig bt 225b.. /32014 24349 PM

FUEPUPIC | e AL A E LA

Type = Bck. No. Backup Date Status Size
-
& 4} Restore
1k Restore To
Open
O Type te search O Type to search backup jobs View with Notepad
Compare with Source

Jobs History Scheduler +e+

No messages 1jebs Select columns 4

Compare Versions

Beside files, folder information is also added to backup, so a restore process can recreate the original
folder structure.

Note: One or more of the features mentioned in this chapter might not be available in your edition.
The Professional edition includes all the features. For a comparison between editions, please check
feature matrix topic.

How to Test a Backup

With Backup4all you can:
e test one or more versions of a backup (you can select any version for testing)
e automatically test latest version of a backup at each backup job execution

To test a selection or all the versions for the selected backup job, open the Test Backup window by

¥

pressing the Test button ( ) from the application's toolbar (or using the keyboard shortcut F9).
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e New Backup - Test Backup ==
“ est backup job
(__) Test
=

Backup numbers

Select the backup nurmbers you want to test from the following list:

Type Backup date Backup Mo, File Mo, Felder.. Comp. 5i.. Uncomp. size
i Full  7/25/2017 2:18... 1 35 12 679 ME 6£.78 MB
< >

Test process priority

Mormal pricrity

In the Test Backup window, select the backup version you want to test, then press the Test button.
You can also select multiple versions to be tested and you can modify the priority of the test process
by moving the slider to a lower or higher priority (default is Normal). A High priority process finishes
faster but consumes more resources than a Normal priority process.

You can also test a backup execution if you switch to Backup View, right-click on a version and select
Test.

Backup4all runs tests after every backup execution by default. To disable automatic testing of a

backup, open the Backup Properties window by pressing the Properties button (u ) from the
main toolbar, select the Advanced page, then un-check Test after backup option.

When an automatic backup test has failed, an Error icon will appear in front of the backup job icon.
You can find the error details in the log file (Jobs ribbon tab -> Tools group -> View Log). The Error
icon will disappear the next time the backup job completes successfully.

Note: One or more of the features mentioned in this chapter might not be available in your edition.
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2.6

The Professional edition includes all the features. For a comparison between editions, please check
feature matrix topic.

How to Password Protect a Backup

Passwords are used to protect your backup files from unauthorized access.

Setting the Password

You can enable backup encryption for a job from that job's Properties menu (Jobs ribbon ->
Properties button -> Compression page). Encryption can also be set up when creating a new backup
job with the New Backup Wizard.

By default the No encryption option is selected.

If you want to protect your backup, you can choose an encryption method (AES or Zip2).

The Zip2 compatible encryption offers moderate security but is compatible with all third party zip
applications.

The best choice is the AES encryption which is the new standard in ZIP protection. However AES is
only recognized by the latest versions of third party zip applications (like Winzip or PKWare).
Backup4all supports AES encryption with 3 different key strengths: 128-bit, 192-bit and 256-bit.
These numbers reflect the size of the encryption keys used to protect the data - the higher the
number the stronger the encryption. All three types provide higher security than the password
protection method.

A strong password should be at least 8 characters long and contain a combination of letters,
numbers, and symbols.

You should manually enter the password in the New password field and re-enter it in the Confirm
new password field to avoid typing errors.

The Old password field is enabled only when the backup job already has a password. You can
change the password only if you enter the old one in this field.

In this way only the owner of the backup is allowed to change the password.

A newly created password will only affect subsequently created zip files. Hence different backup
versions of the same job may be encrypted using different passwords. Make sure that you
remember all past passwords that have been used for a backup job, or you will not be able to
restore older versions.

By default, Backup4all stores the passwords on the local Windows account. In this way you will not
be asked to enter the password every time you want to run or test a backup from the local
computer. You can also protect the stored passwords using a master password or you can chose not
to store any passwords. To change these settings go to File->Options->Passwords.

Changing or removing a password

To change a password go to Backup Properties->Compression then click on Set Password in the
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2.7

Encrypt the zip files section. To set a new password you must enter the current password in the Old
Password field. To remove a password, simply select No Encryption. You will still need to provide
the old password in order to make this change.

If you have the Zip2 compatible encryption or AES encryption option selected, you can also remove
the password by entering the Old password and leave the New password and Confirm new
password fields empty.

Using Passwords when Restoring

During the restore process of backups with password protection, if you do not use the option to
store the passwords in the local Windows account, the Enter Password dialog will appear. Enter the
password and press OK. If you do not know the password for this backup number you can:
e press Skip backup to go to the next archive - the restore may be incomplete in this case.
e press Stop restore to stop the whole process - the restore will be incomplete, because only a
part of the files were restored.

Note: One or more of the features mentioned in this chapter might not be available in your edition.
The Professional edition includes all the features. For a comparison between editions, please check
feature matrix topic.

How to Backup to FTP

Backup4all supports backing up to a remote computer or device using FTP (File Transfer Protocol)
connection. This is a practical backup destination because the backed up data can be easily accessed
from any other computer with an Internet connection.

Defining FTP configuration
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e FTP Configuration ==
= ]

‘9 Define FTP configuration

General

Configuration name Mew FTP configuration

FTP server

Server name or |P your-ftp-server.com

Transfer mode Binary v | Applies only to mirror
Port 21 -

Destination folder backup-destination

User name backup

Password Set password Password protected

Bandwidth limitation

[ Upload speed 200 =

oK Cancel

Before using FTP as a destination for backing up, you should define a new FTP configuration using
the File->Options->Online destinations->FTP window. Once defined, you will be able to apply this
FTP configuration to individual backup jobs.
Press the Add button once in File->Options->Online destinations->FTP to add a new FTP connection.
The name New FTP configuration will appear in the list. You can enter the following settings for the
connection:

e Configuration name - Enter here an arbitrary name for the connection.

e Server name or IP - Here you must enter the FTP server name or its IP address
Port - Here you can change the port number, in case it is different than the default value (21).
Destination folder - Here you can enter the destination path if different than root.
User name - If this is a private FTP server (no anonymous access allowed) enter the user name
for your account.
e Password - In this field enter the password for the FTP server.

Some FTP servers allow anonymous access (public FTP servers). Usually, you connect to this type of
servers using "Anonymous" as your username, and your email address as your password. It is not
recommended to backup important files to public FTP servers.

Also in the Online destinations page you can set the number of retry attempts and interval length
(wait) for connecting to FTP a server. This is a global setting for all FTP connections. By default, if a
FTP server cannot be reached the first time, Backup4all will attempt to connect 5 more times at
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intervals of 60 seconds. If all attempts fail, then the backup is aborted.
Additional settings like bandwidth, SSL connection and firewall can also be configured from this

page.
Once you have finished defining the connection, press the Test button to check if the FTP details you

have entered are correct. If the test was successful, The FTP connection was tested successfully
message will be displayed.

Setting the destination to FTP

When defining a new backup job using the New Backup Wizard, select the FTP option in the
Destination section (1st page of the wizard). If you already have a defined backup job and want to
change the destination to FTP, select that backup job, open the Properties window (Ctrl+P), go to the
Destination page and select FTP. There you can chose from existing FTP configurations or create a
new connection.

If you have any defined FTP configuration, you will be able select it from the drop down list (to
define a configuration go to File->Options->Online Destinations->FTP). Alternatively, you may
define a custom configuration during the same step of the Backup Wizard.

You can change the defined settings by selecting the Custom configuration option and pressing the
Edit configuration button. Here you can modify the data in the fields and press OK to save. Once
you've entered the FTP connection details, it is recommended to run a connection test by pressing
the Test button.

In case of a connection error, Backup4all will notify you with a message in the pop-up Notifications
window. To change the number of connection retries and retry intervals go to File->Options->Online
destinations and select FTP. There you can edit the Retry and Wait parameters to be used for FTP
connections.

As a requirement, the FTP transfer mode used for most backup types is Binary. However, for the
Mirror type you may choose between Binary, ASCII, and Auto modes. The list of ASCII file types can

be found in File->Options->Online destinations->FTP.

Recommendations for backing up to FTP

1) After each change to the FTP configuration be sure to use the Test function.

2) Most FTP sites have policies against hammering (repeatedly attempting to connect to an
unavailable FTP server with little or no time between connection attempts). Thus they require
FTP clients to set retry times at specific intervals, commonly at least 120 seconds between each
connection attempt. Most FTP sites can also monitor for devices that hammer, and once
detected the server will ban access to the offending IP address, either permanently or for a
limited amount of time. Therefore, when you set the retry time intervals in File->Options-
>Online destinations->FTP, you should use 60 seconds or more.

3) If you backup important data to a remote location using FTP, encrypt the zip files for
increased security. In this case, even if another person manages to gain unauthorized access to
the FTP, your files will still be protected.
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4) 4) It is faster to use XCRC when testing FTP backups (on by default).

Note: One or more of the features mentioned in this chapter might not be available in your edition.
The Professional edition includes all the features. For a comparison between editions, please check
feature matrix topic.

2.7.1 Passive and Active modes

Some FTP servers require the connection to be established in a passive mode (i.e. your computer
establishes the connection so the flow of data is set up and initiated by you).

Most server companies have started using Passive FTP mode for the ir clients' convenience. Unlike
Active FTP, Passive FTP mode provides does not interfere with the client's firewall, as it does not
involve the server accessing random ports on the client side which is generally interpreted as an
attack. Backup4all is also using Passive FTP by default.

To check the connection type which is currently in use, open the FTP Configuration window, either
by accessing File->Options->Online destinations->FTP, selecting a predefined connection and
clicking on Edit, or from Properties->Destination->Edit configuration, for Jobs that use a custom FTP
configuration.

If the Use passive mode for transfers checkbox is not checked, then the connection is in Active
mode. You should always test the connection after making a configuration change.

Note: One or more of the features mentioned in this chapter might not be available in your edition.
The Professional edition includes all the features. For a comparison between editions, please check
feature matrix topic.

2.7.2 Connecting Through Proxy

If you are connecting to the Internet through a proxy server, you will have to enter the connection
details in the FTP Configuration window in order to be able to backup to FTP.

Setting Backup4all to backup to FTP using proxy

1) Go to Backup Properties->Destination->FTP->Edit configuration (or File->Options->Online
destinations->FTP->Edit)
2) Select a Proxy Type from the available options:

e None - Sends the User name and optional Password for the FTP server as entered in the
FTP window

¢ Send command USER - Sends the User name and optional Password defined in the proxy
settings, followed immediately by the User name and optional Password for the FTP
server.

e Send command SITE - Sends the User name and optional Password defined in the proxy
settings, the SITE command with the Host value, and the User name and optional
Password for the FTP site.

e Send command OPEN - Sends the User name and optional Password defined in the
proxy settings, sends the OPEN command with the Host value, and the User name and
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optional Password for the FTP site.
e USER user@firewalluser@hostname / PASS pass@firewallpass - Sends the command
USER user@proxyuser@host, then the command PASS pwd@proxypwd, or optionally
PASS pwd.
e Transparent - Sends the User name and optional Password defined in the proxy
settings, followed immediately by the FTP server User name and optional Password.
3) Enter the name or IP address for the proxy server (firewall) in the Host name or IP field.
4) Enter the port number in the Host Port field.
5) Enter the user name and password needed for this proxy connection in the User name and
Password fields.
6) Press OK and then test the connection.

Note: One or more of the features mentioned in this chapter might not be available in your edition.
The Professional edition includes all the features. For a comparison between editions, please check
feature matrix topic.

2.7.3 Using SSL Encryption

When you connect through FTP to a remote computer you send the username and password in
clear, unencrypted text. Also, when you backup your files to a remote computer, the information is
not sent directly to that computer. Instead it is routed through several other computers to get there.
Anyone along the route can access what you are sending, including your username and password, if
the data is not encrypted. If an unauthorized person has access to this data, your account and the
remote system you have access to, may no longer be secure. Backup4all solves this by allowing SSL
encryption support when using FTP (and also AES encryption for the backed up zip files).

SSL (Secure Sockets Layer) is a protocol used for transmitting private documents via the Internet.

The SSL cryptographic system uses two keys to encrypt data - a public key known to everyone and a
private or secret key known only to the recipient of the message.

Backing up to FTP using SSL encryption

1) Go to Properties->Destination->FTP->Edit configuration (for a selected job) or in File-
>Options->Online destinations->FTP window (for predefined connections).
2) From the SSL encryption level box select an option that applies to your situation:

e No SSL - the server does not require Secure Socket Layer transport

o Implicit SSL - implies that Secure Socket Layer is in use

e Only explicit SSL - allows the connection to the FTP server only if SSL is available.

o Explicit SSL, if available - When SSL is available, uses explicit security by default. The
server allows regular FTP sessions without encryption as well as encrypted FTP sessions
using SSL.

3) Press OK and test your connection

Note: One or more of the features mentioned in this chapter might not be available in your edition.
The Professional edition includes all the features. For a comparison between editions, please check
feature matrix topic.
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2.8

How to Backup to SFTP

Backup4all supports backing up to a remote computer or device using the SFTP (SSH File Transfer
Protocol) connection. This is also a practical backup destination because the backed up data can be
easily accessed by any other computer with an Internet connection.

Defining SFTP configuration

(4] SFTP Configuration = B2

0| 8
5 Define SFTF configuration

General

Configuration name Mew SFTP configuration
SFTP server

Server name or IP your-sftp-server.com
Port 22 =
Destination folder destination-folder

User name backup

Password | Set password | Password protected
Private key

® Mone

() Key file

[a] 4 Cancel

Before using SFTP as a destination for backing up, you should define a new SFTP configuration using
the File->Options->Online destinations->SFTP window. Once defined, you will be able to apply this
SFTP configuration to individual backup jobs.

Press the Add button once in File->Options->Online destinations->SFTP to add a new SFTP
connection . The New SFTP configuration name will appear in the list and you can enter the other
settings for this connection:
e Configuration name - Set a name of your choice for the connection.
e Server name or IP - In this field you have to enter the name or IP address for the SFTP server
e Port - In this field you have to enter the port number if different than the default SFTP ports
(22).
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o Destination folder - Here you can enter the destination path if different than root.

e User name - If this is a private SFTP server (no anonymous access allowed) enter the user
name for your account.

e Password - In this field enter the password for the SFTP server.

Additional settings like private key, bandwidth limitation, authentications, encryption and
compression can also be configured from this page.

In the Online destinations page you can set the number of retry attempts and interval length (wait)
for connecting to a SFTP server. This is a global setting for all SFTP connections. By default, if a SFTP
server cannot be reached the first time, Backup4all will attempt to connect 5 more times at intervals
of 60 seconds. If all attempts fail, then the backup is aborted.

Once you have finished defining the connection, press the Test button to check if the SFTP details

you have entered are correct. If the test was successful, The SFTP connection was tested
successfully message will be displayed.

Setting the destination to SFTP

When defining a new backup job using the New Backup Wizard, select the SFTP option in the
Destination section (1st page of the wizard). If you already have a defined backup job and want to
change the destination to SFTP, select that backup job, open the Properties window (Ctrl+P), go to
the Destination page and select SFTP. There you can choose from existing SFTP configurations or
create a new connection.

If you have any defined SFTP configurations, you will be able select one from the dropdown list (to
define a configuration go to File->Options->Online destinations->SFTP). Alternatively, you may
define a custom configuration during the same step of the Backup Wizard.

Once you've entered the SFTP connection details, it is recommended to run a connection test by
pressing the Test button.

In case of a connection error, Backup4all will notify you with a message in the pop-up Notifications
window. To change the number of connection retries and retry intervals go to File->Options->Online
destinations->Backup and select SFTP. There you can edit the Retry and Wait parameters to be used
for SFTP connections.

Recommendations for backing up to SFTP

1) After each change to the SFTP configuration be sure to use the Test function.

2) Most SFTP sites have policies against hammering (repeatedly attempting to connect to an
unavailable SFTP server with little or no time between connection attempts). Thus they require
SFTP clients to set retry times at specific intervals, commonly at least 120 seconds between each
connection attempt. Most SFTP sites can also monitor for devices that hammer, and once
detected the server will ban access to the offending IP address, either permanently or for a
limited amount of time. Therefore, when you set the retry time intervals in File->Options-
>Online destinations->SFTP, you should use 60 seconds or more.

3) If you backup important data to a remote location using SFTP, encrypt the zip files for
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increased security. In this case, even if another person manages to gain unauthorized access to
the SFTP, your files will still be protected.

Note: One or more of the features mentioned in this chapter might not be available in your edition.
The Professional edition includes all the features. For a comparison between editions, please check
feature matrix topic.

How to Backup to Azure

Backup4all supports backing up to Microsoft's Azure cloud service. This is a practical backup
destination because the backed up data can be easily accessed from any other computer with an
Internet connection.

Defining an Azure configuration

(4] Azure Configuration - 0O

P

:/;:“; Define Azure configuration

General

Configuration name MNew Azure configuration
Settings

Account name

Key
[] Key is Shared Access Signature

Container

Folder

oK Cancel

Before using Azure as a destination for backing up, you should define a new Azure configuration
using the File->Options->Online destinations->Azure window. Once defined, you will be able to
apply this Azure configuration to individual backup jobs.

Press the Add button once in File->Options->Online destinations->Azure to add a new Azure
configuration. The New Azure configuration name will appear in the list and you can enter the other
settings for this connection:

o Configuration name - Set the name of your choice for the connection.

e Account name - In this field you have to enter the name of the Azure account.
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e Key - In this field you have to enter the key for your Azure account. If the key is a Shared
Access Signature (SAS), you must select the "Key is Shared Access Signature" option. A shared
access signature provides delegated access to resources in your storage account. This means
that you can grant a client limited permissions to your blobs, queues, or tables for a specified
period of time and with a specified set of permissions, without having to share your account
access keys.

e Container - Here you have to enter the container's name.

e Folder - If you want to use a specific folder, enter its name here.

In the Online destinations page you can set the number of retry attempts and interval length (wait)
for connecting to the Azure server. This is a global setting for all Azure connections. By default, if a
server cannot be reached the first time, Backup4all will attempt to connect 5 more times at intervals
of 60 seconds. If all attempts fail, then the backup is aborted.

Once you have finished defining the connection, press the Test button to check if the Azure details

you have entered are correct. If the test was successful, The Azure connection was tested
successfully message will be displayed.

Setting the destination to Azure

When defining a new backup job using the New Backup Wizard, select the Azure option in the
Destination section (1st page of the wizard). If you already have a defined backup job and want to
change the destination to Azure, select that backup job, open the Properties window (Ctrl+P), go to
the Destination page and select Azure. There you can choose from existing Azure configurations or
create a new connection.

If you have any defined Azure configurations, you will be able to select one from the dropdown list
(to define a configuration go to File->Options->Online destinations->Azure). Alternatively, you may
define a custom configuration during the same step of the Backup Wizard.

Once you've entered the Azure connection details, it is recommended to run a connection test by
pressing the Test button.

Recommendations for backing up to Azure
1) After each change to the Azure configuration be sure to use the Test function.
2) If you backup important data to a remote location using Azure, encrypt the zip files for
increased security. In this case, even if another person manages to gain unauthorized access to
your Azure account, your files will still be protected.

Note: One or more of the features mentioned in this chapter might not be available in your edition.
The Professional edition includes all the features. For a comparison between editions, please check
feature matrix topic.
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How to Backup to Amazon S3

Backup4all supports backing up to the Amazon S3 cloud service. This is a practical backup
destination because the backed up data can be easily accessed from any other computer with an
Internet connection.

Defining an Amazon S3 configuration

(2]

Amazon 53 Configuration = =

/_/_H‘ . - . .
i da ~ Define Amazon S3 configuration
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Configuration name

Settings

Access Key ID

Secret Access Key

Region LS East (M. Virginia) v

Bucket bucketl Create
Folder

Storage class Standard hd

[] Transfer acceleration (additional fees may apply)

[a]8 Cancel

Before using Amazon as a destination for backing up, you should define a new Amazon configuration
using the File->Options->Online destinations->Amazon S3 window. Once defined, you will be able to
apply this Amazon S3 configuration to individual backup jobs.

Press the Add button once in File->Options->Online destinations->Amazon S3 to add a new Amazon
connection . The New Amazon S3 configuration name will appear in the list and you can enter the
other settings for this connection:

Configuration name - Set the name of your choice for the connection.

Access Key ID - In this field you have to enter the key for your Amazon account.

Secret Access Key - In this field you have to enter the secret key for your account.

Region - From the drop down list, select the region where your account is located.

Bucket- Here you have to enter the name of the bucket, or you can create a new bucket.
Folder - If you want to use a specific folder, enter its name here.

Storage class - Select the storage class you want to use. You can choose between: Standard,
Standard - Infrequent Access and Reduced Redundancy Storage.
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In the Online destinations page you can set the number of retry attempts and interval length (wait)
for connecting to the Amazon S3 server. This is a global setting for all Amazon S3 connections. By
default, if a server cannot be reached the first time, Backup4all will attempt to connect 5 more times
at intervals of 60 seconds. If all attempts fail, then the backup is aborted.

Once you have finished defining the connection, press the Test button to check if the Amazon S3

details you have entered are correct. If the test was successful, The Amazon S3 connection was
tested successfully message will be displayed.

Setting the destination to Amazon S3

When defining a new backup job using the New Backup Wizard, select the Amazon S3 option in the
Destination section (1st page of the wizard). If you already have a defined backup job and want to
change the destination to Amazon S3, select that backup job, open the Properties window (Ctrl+P),
go to the Destination page and select Amazon S3. There you can choose from existing Amazon S3
configurations or create a new connection.

If you have any defined Amazon S3 configurations, you will be able select one from the dropdown
list (to define a configuration go to File->Options->Online destinations->Amazon S3). Alternatively,
you may define a custom configuration during the same step of the Backup Wizard.

Once you've entered the connection details, it is recommended to run a connection test by pressing
the Test button.

Recommendations for backing up to Amazon S3
1) After each change to the Amazon S3 configuration be sure to use the Test function.
2) If you backup important data to a remote location using Amazon S3, encrypt the zip files for
increased security. In this case, even if another person manages to gain unauthorized access to
your Amazon S3 account, your files will still be protected.

Note: One or more of the features mentioned in this chapter might not be available in your edition.
The Professional edition includes all the features. For a comparison between editions, please check
feature matrix topic.

How to Backup to USB or Firewire drives

You can backup your data to a USB or Firewire drive. These are practical backup destinations as they
allow you to store important files to external devices, increasing portability. It can be considered as
an additional protection from of hardware failures and other natural disasters.

There are external USB hard drives with performance comparable to conventional hard drives. These
portable drives (called enclosures) are composed of devices that connect through USB on one side
and to conventional hard drives on the other side. A hard drive is installed into the enclosure and
then the enclosure is plugged into the computer, thus creating a normal USB backup device. Given
the size of nowadays hard drives, this can be considered a mass storage device for backup purposes.
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There are external hard drives that, besides USB technology, also use Firewire as a connection port.
Even though USB ports are ubiquitous, Firewire hard drives tend to have increased speeds.

Steps for backing up to USB drive with Backup4all:

1) Connect your USB device. In case of disk drives, before setting up the backup job, make sure
that the USB drive is turned on and working. Usually, the enclosure has a start button and LED
signal lights. A green or blue LED light is usually the indication that the device is running.
2) Make sure your drive is formatted. If you intend to use a new/unused external hard drive,
you might not be able to see it as a distinct drive in Windows Explorer after connecting it. This is
because the drive has not yet been formatted for use. In Windows, navigate to Computer
Management and select Disk Management. From there, you can see and format your new drive.
If however, the drive is present in Windows Explorer, formatting is not required. USB Flash drives
always come pre-formatted.
e Go to Start->Settings->Control panel->System and Maintenance->Administrative
Tools->Computer Management
If you are prompted for an administrator password or confirmation, type the password or
provide confirmation.
e Under Storage click Disk Management
e To format the volume with the default settings, in the Format dialog box, click OK, and
then click OK again.
e Test to see if the drive is now recognized by going to File Explorer (a new drive letter
should appear)
3) Configure Backup4all. If the drive is recognized by Windows, it will be recognized by
Backup4all too. To back up to the USB drive, you should define a backup job in Backup4all that
has the destination set to the USB drive. When defining a new backup job using the New Backup
Wizard, in the destination section (1st page of the wizard), select Local, then select your device
from the Drive list. Finally, you may type in or browse for a folder destination.

Some USB drives have a button to start the execution of an associated program. If you have such a
device you can configure Backup4all to execute a backup job or a backup tag when the button is
pressed. After the USB drive is ready, go to the File->Options->Backup page of Backup4all. Under
Backup on demand, check Enable One Touch Backup support. Press Detect to check if the USB drive
is compatible with the One Touch Backup feature of Backup4all.

Note: One or more of the features mentioned in this chapter might not be available in your edition.
The Professional edition includes all the features. For a comparison between editions, please check
feature matrix topic.

How to Send Email Notifications

Email Notifications is a very useful feature that enables Backup4all to send an email containing the
status of a backup job upon its completion.

Enabling email notifications
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1) Open File->Options->Email
2) Check the Enable email notifications box
3) Enter the following details:

o SMTP Server - specify the name or IP address of the SMTP server used for sending the
mail (example: smtp.novapdf.com) in the Server name or IP field and a Port number for it
(usually is 25); you can also use Secure Socket Layer when connecting to the SMTP
server.

e Email addresses - you must specify the email address used to send the email (From field)
and optionally a Reply To email address

e Authentication - if the SMTP server requires authentication check the Server requires
authentication box and enter an user name and a password.

e Dial-up connection - if you are using a dial-up connection, select a method that
Backup4all should use for sending emails: Automatically start-up (it will connect without
user assistance) or Manually start-up (it will require the users' assistance for enabling the
connection).

4) Click on the Send test email button from the SMTP Server section and enter the email address
where you want to receive the notification. Once you press OK you should receive a test email. If
you didn't receive it, you must revise the settings you configured.

5) Press OK to save your settings

Sending email notifications

Email notifications can be enabled individually for each backup job. To do so follow these steps:
1) Select a backup job and open the Backup Properties window (right click and select Properties
or Ctrl+P)
2) Go to the Email page and check the Send emails option.
3) Type in a valid email address to which you want to receive the notifications for this job.
4) Optionally you can edit the default emails sent and also to attach the backup log to the email.
5) Press Save.

Note: One or more of the features mentioned in this chapter might not be available in your edition.
The Professional edition includes all the features. For a comparison between editions, please check
feature matrix topic.

How to Configure One Touch Backup

Some USB enclosures have a button to start the execution of an associated program. If you have
such a device, you can configure Backup4all to execute a backup job or a backup tag when this
button is pressed. If your One Touch Backup device is not detected by Backup4all (Backup4all is not
natively compatible with the device), you could use the command line parameters to create a
command that can be associated to the One Touch button of your device.

If the One Touch Backup option is enabled when the application starts and there is no backup job or
backup tag set to be executed when the One Touch button of the USB enclosure is pressed, the user
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will be asked to choose one from the options displayed in the One Touch Backup dialog:

e Create a new backup job for One Touch Backup. If you select this, the New Backup Wizard will
start and you can create a new backup job to be used with the One Touch Backup feature

e Select an existing backup job or backup tag for One Touch Backup. If you select this, the File-
>Options->Backup page will open and you can select the backup job or tag you want to use.
This option is disabled if there are no backup jobs.

e Disable this feature. This will disable the One Touch Backup feature. You can activate it again
from the File->Options->Backup page.

If you press Cancel, Backup4all will open, but when you will press the One Touch button of the USB
device, the same dialog will be displayed. This dialog will appear again if the backup job (executed
when the One Touch button is pressed) was deleted.

Note: One or more of the features mentioned in this chapter might not be available in your edition.
The Professional edition includes all the features. For a comparison between editions, please check
feature matrix topic.

How to Use One Touch Backup

You enable the One Touch Backup support from File->Options->Backup page. When running for the
first time, there will be no configured backup job to execute, so you will have to configure it as
explained in the previous section, How to Configure One Touch Backup.

Once everything is configured, you will just have to push the One Touch button and the selected
backup job or backup tag will be executed.

If Backup4all is not started, it will start automatically. If it is already started, but minimized it will
show a pop-up window or the main window while backing up (depending on the settings from the
Options window).

When the backup finishes, Backup4all is automatically closed if the Exit application when finished
option is checked. If the main window of the application was already open when the One Touch
button was pressed, the Exit application when finished option will be ignored.

Note: One or more of the features mentioned in this chapter might not be available in your edition.
The Professional edition includes all the features. For a comparison between editions, please check
feature matrix topic.

How to Enable Detailed Logging

Backup4all allows you to log detailed information about executed operations (backup, restore or
test). This means that, besides the warnings and errors, the log file will contain detailed information
about all files handled by the backup, restore or test process.

To enable detailed logging:
1) Go to File menu and open the Options window
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2) Switch to the Logs and history page

3) Check the Log detailed information option

4) Check the Include summary in log option (this will add all the information available from the
Summary view to the log file)

5) Additionally, you can also limit the size of the log folder. In the Log folder section, select
Restricted to and set the maximum size that the folder is allowed to reach.

6) From the Log Viewer section, you can change the program that opens the log files. From the
drop-down list select either Notepad or Wordpad. You can also browse the computer to select
another text editor.

7) From the log file extension list, you can select the extension of the generated log file: .log or .
txt

8) Click OK to close the window and save the changes

Note: One or more of the features mentioned in this chapter might not be available in your edition.
The Professional edition includes all the features. For a comparison between editions, please check
feature matrix topic.
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Backup Types

Backup Types

Backup4all stores a summary snapshot of the file information into a backup catalog file (".bkc") each
time a backup is executed. For every file backed up, the snapshot contains the file name, size and
attributes as well as the date and time of creation, latest modification and latest access.

Legacy backup applications inspect each file's archive flag to identify which files have been changed.
Backup4all will not interfere with any other backup software, because it does not need to read or
change the archive flags, instead it uses the catalog file to decide which files have to be backed up
and which do not.

implements the fundamental backup types: smart backup, full backup, differential backup,
incremental backup and mirror backup. Below you can find an overview of these types.

Backup4all implements the fundamental backup types: Smart, Full, Differential, Incremental, and
Mirror. With the exception of the Mirror type, the first time any job is executed, it will run as a Full
Backup, irrespective of the job's type. Below you can find an overview of all backup types.

Smart Backup

Smart backup is the default backup type. When executed, Backup4all will decide which backup type
should be performed: full, differential or incremental. It will also decide whether to merge or delete
older backup versions, all in order to efficiently use the destination free space and accommodate
other user options. It will try to keep as many backup versions as possible in the available
destination space.

Full Backup
The Full Backup creates an archive out of all the folders and files that were selected to be backed up.

Because the Full Backup stores all files and folders, backing up frequently will allow faster and
simpler restore operations. When you choose other backup types, restore jobs may take longer.

Differential Backup

A Differential Backup contains all the files that have been added or changed since the last Full
Backup. The advantage of the Differential Backup is that it has a shorter backup time. However, if
you perform the differential backup too many times, eventually the size of a backup archive might
grow to be larger than the reference Full Backup archive.

Incremental Backup

An Incremental Backup stores all the files that have been added or changed since the last full,
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differential or incremental backup. Since this method doesn't back up the same exact files multiple
times, an Incremental Backup takes the least time to complete. However, during a restore operation,
each Incremental Backup must be processed, which could result in a lengthy restore job.

Mirror Backup

A Mirror Backup is identical to a Full Backup, with the exception that the files are not compressed
into a single zip file. A Mirror Backup is most frequently used to create an exact copy of the backup
data. It has the benefit that the backup files can be readily accessed using tools like File Explorer.
Using the Mirror Backup type, you can also choose to archive each individual file, preserving the
folder structure, which also allows you to use the zip compression and encryption features.

Using the mirror backup type, you can also choose to zip each file individually, preserving the folder
structure. This allows you to use the zip compression and encryption features.

Block backup

You can use block backup option to copy only the modified parts of the source files. This is useful for
large files (such as .PST or database files), as only the modified part of the file will be backed up
instead of the entire file. You can use an automatic block size or you can set the block size manually.
Note: The block backup option must be enabled from the first backup execution, otherwise you
won't be able to use it on that backup job. If you already have a backup job and want to use block
backup, you'll have to create a new backup job.

Save storage space

In Backup4all you have two options for saving storage space. To reduce the overall backup size, you
can either limit the number of file versions to be stored or limit the number of backups. When you
limit the number of backups, you can also opt to Merge backups in order to avoid exceeding the set
limit. These options can only be used for Full, Differential, and Incremental backup types.

Note: One or more of the features mentioned in this chapter might not be available in your edition.
The Professional edition includes all the features. For a comparison between editions, please check
feature matrix topic.

Smart Backup

What is the Smart Backup?

Smart Backup is a backup type that combines the full, differential and incremental backup methods
along with cleanup operations, in order to efficiently manage the backups according to the backup
settings and the available disk space. The advantage of the Smart Backup is that you don't need to
worry about the number of backups to store, which backup version to clean, and which backups to
merge, as Backup4all will take care of that. The Smart Backup type starts with a Full Backup.
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Description of the Smart Backup Type

It would be ideal to make full backups all the time because they are the most extensive and are self-
contained. However, the amount of time it takes to run full backups often prevents us from using
this backup type. Full backups are often restricted to a weekly or monthly schedule. However, the
increasing speed and capacity of backup media are making it more feasible to perform these full
backups overnight.

Full backups, if you have the time to perform them, offer the best solution for data protection. In
effect, a single backup is sufficient to completely restore all backed-up files.

The algorithm takes in consideration the destination size and follows a specific configuration for
selecting the backup type to be performed. The configuration dictates the following:
e Full backup - if the sizes of last differential and all incremental backups since last full/
differential exceeds 80% of the full backup size.
o Differential backup - if there isn't a last differential and the size of all incremental backups
since last full exceeds 30% of the full size, a differential backup will be executed.
o Differential backup - if there is a last differential and the size of all incremental backups since
last differential exceeds 50% of the last differential size, a new differential will be executed.

The maximum allowed size of the backups can be defined as an absolute value or as a percentage of
the space available in the destination.

Advantages
e |t automatically decides the best backup type to be executed
e The free disk space in the destination is properly managed, so you won't get any errors for
running out of space

Disadvantages

e You cannot select how many backup/file versions to be saved
e Backup4all may create less efficient backup versions given the available space

Configuring a Smart Backup

The output of the Smart Backup is a compressed zip file container. You can select the zip
compression ratio from the Compression page in Backup Properties. Backup4all can also encrypt the
backup archives. This gives you the option to protect your backed up data from being stolen and
used.
The following options can be used to limit the maximum space to be occupied by the backup in the
destination:

o Limit backup size to ... % of destination size (default is 80%)

o Limit backup size to ... KB/MB/GB (default is 50 GB)

Note: One or more of the features mentioned in this chapter might not be available in your edition.
The Professional edition includes all the features. For a comparison between editions, please check
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feature matrix topic.
Full Backup

What is the Full Backup?

The Full Backup is the starting point for all backup jobs and contains all the data in the folders and
files that are selected to be backed up. Because the Full Backup stores all files and folders, frequent
backups will result in faster and simpler restore operations. Remember that when you choose other
backup types, restore jobs may take longer.

Description of the Full Backup Type

It would be ideal to make full backups all the time because they are the most extensive and are self-
contained. However, the amount of time it takes to run full backups often prevents us from using
this backup type. Full backups are often restricted to a weekly or monthly schedule. However, the
increasing speed and capacity of backup media are making it more feasible to perform these full
backups overnight.

Full backups, if you have the time to perform them, offer the best solution for data protection. In
effect, a single backup is sufficient to completely restore all backed-up files.

Advantages
e The fastest restore time

Disadvantages
e The slowest backup time
e The storage space requirements are the highest (compared to incremental or differential
backups)

The Full Backup Type in Backup4all

When making full backups, storage space can become an issue. In Backup4all you have two options
for saving storage space. To reduce the overall backup size, you can either limit the number of file
versions to be stored or limit the number of backups. The output of the Full Backup is a compressed
zip file container. You can select the zip compression ratio from the Compression page in Backup
Properties. Backup4all can also encrypt the backup archives. This gives you the option to protect
your backed up data from being stolen and used.

Note: One or more of the features mentioned in this chapter might not be available in your edition.
The Professional edition includes all the features. For a comparison between editions, please check
feature matrix topic.

Backup4all 7 User Manual Copyright © 2020 Softland



Backup Types 49

3.4

Differential Backup

What is the Differential Backup?

A Differential Backup contains all the files that have been added or changed since the last Full
Backup. The advantage of the Differential Backup is that it has a shorter backup time. However, if
you perform the differential backup too many times, eventually the size of a backup archive might
grow to be larger than the reference Full Backup archive.

Description of the Differential Backup Type

There is a significant distinction between The Differential Backup and the Incremental Backup types.
Although they seem similar, their usage reveals the true difference.

The Differential backup only uses the last Full Backup as the reference for what to backup. Hence, it
keeps accumulating the changes until another Full backup becomes the new reference.

In contrast, the Incremental Backup leaves out all changes that have already been backed up in one
way or another. So, while the Incremental backup is more efficient in terms of space, the Differential
Backup is more reliable as a backup source. The true versatility comes in combining the two
methods to suit your needs.

Restoring a differential backup is a faster process than restoring an incremental backup because only
two backup container files are needed: the latest full backup and the latest differential backup.

Backup4all uses the information it has recorded in its catalog file (".bkc") to determine whether a file
has changed since the last full backup or not.

Use differential backup if you have a reasonable amount of time to perform backups. The upside is
that only two backup container files are needed to perform a complete restore. The downside is if
you run multiple differential backups after your full backup, you're probably including some files in
each differential backup that were already included in earlier differential backups, but haven't been
recently modified.

Advantages
e Restore is faster than restoring from incremental backup
e Backing up is faster than a full backup
o |t uses less storage space than full backup

Disadvantages
e Restore is slower than restoring from full backup
e Backing up is slower than incremental backup
e |t uses more storage space than incremental backup

Differential Backup Type in Backup4all
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Backup4all supports the differential backup type and offers a solution for the slow backup issue.
In time, the differential can grow to a size that is equal or larger than the full version. Therefore the
following options can be used to trigger the creation of a new full backup:
o Automatically make full backup if the differential exceeds ...% of full backup size (default is
50%)
o Automatically make full backup if the differential exceeds ... (default is 100 MB)

The system calculates the backup size for the differential backup and if the selected condition is met
it performs a full backup.

Note: One or more of the features mentioned in this chapter might not be available in your edition.
The Professional edition includes all the features. For a comparison between editions, please check
feature matrix topic.

Incremental Backup

What is Incremental Backup?

An Incremental Backup stores all the files that have been added or changed since the last full,
differential or incremental backup. Since this method doesn't back up the same exact files multiple
times, an Incremental Backup takes the least time to complete. However, during a restore operation,
each Incremental Backup must be processed, which could result in a lengthy restore job.

Description of the Incremental Backup Type

Incremental backup provides a faster method of backing up data than repeatedly running full
backups. During an incremental backup only the files that have changed since the most recent
backup are included. That is where it gets its name: each backup is an increment since the most
recent backup.

The time it takes to execute the backup may be a fraction of the time it takes to perform a full
backup. Backup4all uses the information recorded in its catalog file (".bkc") to determine whether a
file has changed since the most recent backup.

The advantage of reduced backup duration comes with a price: increased restore duration. When
restoring from incremental backup, you need the most recent full backup as well as every
incremental backup you've made since the last full backup.

For example, if you did a full backup on Friday and incremental on Monday, Tuesday and
Wednesday, and the PC crashes Thursday morning, you would need all four backup container files:
Friday's full backup plus the incremental backup for Monday, Tuesday and Wednesday. By
comparison, if you had done differential backup on Monday, Tuesday and Wednesday, then to
restore on Thursday morning you'd have needed Friday's full backup plus Wednesday's differential
backup.

Advantages
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e Backing up is the fastest
e |t uses the least storage space

Disadvantages
e Restore is the slowest

Incremental Backup Type in Backup4all

Backup4all supports incremental backup type and offers a solution for the slow restore issue.
To keep the number of stored backups to a reasonable number and reduce the size of the backups,
Backup4all provides three options: Yes, limit number of file versions, Yes, limit number of backups
and Merge backups. These options will perform an internal merge to keep the number of stored
backups under the selected limit.
The following options can be used to trigger the creation of a new full backup:

e Automatically make full backup if all increments exceed ... % of full backup size (default is

50%, not checked)
e Automatically make full backup if all increments exceed ... (default is 100 MB, not checked)

The system calculates the file sizes for the incremental and if the selected condition is met, it
performs a full backup.

Note: One or more of the features mentioned in this chapter might not be available in your edition.
The Professional edition includes all the features. For a comparison between editions, please check
feature matrix topic.

Mirror Backup

What is Mirror Backup?

A mirror backup is identical to a full backup, with the exception that the files and folders are not
compressed in zip files and they cannot be protected with a password. A mirror backup is most
frequently used to create an exact copy of the backup source data. It has the benefit that the
backup files can also be readily accessed using tools like File Explorer.

Description of the Mirror Backup Type

A mirror backup is an exact copy of the selected folders and files at a given time. Mirror backup is
the fastest backup method because it copies files and folders to the destination without any
compression. However, the increased speed has its drawbacks: it needs larger storage space and it
cannot be password protected.

While the other backup types collect all the files and folders being backed up each time into a single
compressed container file, a mirror backup keeps all the individual files separately in the destination.
That is, the destination becomes a mirror (exact copy) of the source. You can even directly access
files in the destination without needing to use Backup4all's restore feature, because each file is just
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an exact copy of the original.

One handy feature of mirror backup is Backup4all's Fast mirror option. When this option is selected,
any mirror operation after the first will only copy new and modified files, making the operation very
fast.

Another important feature is that users can choose to zip each file individually using the Zip the files
option. In this case, the compression and encryption options can be used.

A mirror backup cannot keep track of different versions of files. However, Backup4all provides an
option to customize destination folder names using user-defined parameters, giving you the ability
to save each mirror backup in a different folder location. Restore using Backup4all is possible only
from the latest mirror backup, but all previous mirror backups remain available in the destination
and can be accessed manually.

Advantages
e The fastest backup type, especially in conjunction with the Fast mirror option
o |t creates a snapshot of the selected files and folders in the destination which you can browse
and access later without needing to run Backup4all
o |f used with Zip the files option, a selective restore is faster than in any other backup type with
zip.

Disadvantages
e |f not zipped, it needs more storage space than any other backup type
e Cannot track different versions of files

Note: One or more of the features mentioned in this chapter might not be available in your edition.
The Professional edition includes all the features. For a comparison between editions, please check
feature matrix topic.

Backup Types in Backup4all

How are the Backup Types Implemented in Backup4all?

Backup4all creates two main types of backups:
e Backup types with zip compression
e Mirror backup type

User can change the backup type from the Type page in Backup Properties, or from a specific type
page, by checking the box to select that type as default backup type.

Backup Types with Zip Compression
Full, differential and incremental backup use zip compression to reduce the size of the stored backup

versions. To keep the number of stored zip files at a reasonable number, the application provides
three options in the Storage page: Yes, limit number of file versions , Yes, limit number of backups
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and Merge backups . These options either delete older stored backups or perform an internal merge
to keep the number of stored backups or file versions under the selected limit.

The Yes, limit number of file versions, Yes, limit number of backups and Merge backups options
cannot be used when the backup destination is on a removable media: floppy disk, CD, DVD, Blu-ray
disc etc.

Customize zip name prefix
Typically the name of the zip file is something like: "1_C.zip", "1_D.zip" etc. (one zip for each drive).
The names of these zip files do not make much sense for the user but they can be customized by
pressing the Insert tag button. Following tags are predefined:

e Backup Name (<BACKUP NAME>)

e Backup Number (<BACKUP NUMBER>)

e Backup Type (<BACKUP TYPE>)

e Backup Date (<DATE>)

e Backup Time (<TIME>)

e Backup Hour (<HOUR>)

e Backup Minute (<MINUTE>)

e Backup Second (<SECOND>)

o Backup Year (<YEAR>)

e Backup Month (<MONTH_MMM>)

e Backup Month - numeric (<MONTH_MM>)

e Backup Week (<WEEK>)

e Backup Day of Week (<DAY OF WEEK>)

e Backup Day (<DAY>)

e Backup Day of the Week (use locale) (<DAY OF WEEK LOC>)

e Backup Day of Week (name) (<DAY OF WEEK NAME>)

e Computer Name (<COMPUTER NAME>)

e User Name (<USER NAME>)

You can also add your text in the edit tag field. Use the Preview button to see how the names of the
zip files will look like.

Windows does not allow the following characters in the file name: /\ * ? : " < > |, so Backup4all will
also not allow them to be entered in the edit tag field.

Smart backup type

The smart backup type will perform full, differential or incremental backups, depending on the
destination free disk space or the limit size you set in Backup Properties. The smart backup type will
automatically decide which is the best action to perform by combining the backup types.

Full Backup Type

The full backup type will always backup all the files defined in the sources. Incremental and
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differential backups will create a full backup first, because they will back up the new files (all files are
new if the backup was never executed).

Differential Backup Type

For a differential backup the system will always backup the differences from the last full backup,
regardless of the intermediate versions between the latest full and the current differential backup.
The first execution of a differential backup is a full backup, because it backs up the new files (and all
the files are new if the backup was never executed).

Incremental Backup Type

In case of incremental backups only the new and the modified files since last backup (differential,
incremental or full backup) are added to the backup. Each file can have many versions stored in the
backup files..

Backup4all can generate custom zip file names, set a size limit for zip files and encrypt them. For
more details look at the Compression page from the Backup Properties window.

If a new backup job is created and the backup type is set to incremental or differential, then when
the backup job is first run, the application will perform a full backup. This also happens when the
catalog (".bkc") file is not found in the destination folder or the Clear backup action was executed
before backup (see the Advanced page of the Backup Properties window).

Mirror Backup Type

The mirror backup implementation provides some useful options to improve the backup quality.

Since the mirror backup keeps only one version of each file, you can use the Create subfolder(s) in
destination with following name option to copy the files to customized subfolders, therefore
keeping more versions of the files. Backup4all can only use the latest version for the Restore or Test
operations. You can restore older versions manually.

If the Copy files in a subfolder option is checked, the files will be copied in a subfolder of the
destination folder (typically you will see a ".bkc" file and a folder with the same name). If the option
is not set, the files (and folder structure) will be copied directly into the destination folder.

When the Fast Mirror (copy only new or modified files) option is used, Backup4all uses the
information stored in ".bkc" files to copy only new or modified files to the destination. If this option
is not set, the system will copy all files each time the backup is executed.

Using the mirror backup type, you can also choose to Zip the files. This option will zip each file
individually, preserving the folder structure. In this case, you can use the zip compression and
encryption.
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When changing the backup type between Smart, Full, Incremental or Differential the older backups
are not deleted, only the type of the next backup is changed. If the Yes, limit number of file
versions, Yes, limit number of backups and Merge backups options are used, the application will
delete or merge older backups so that the number of versions is less or equal to the specified limit.
However when changing between Mirror and Smart, Full, Incremental or Differential, the older
versions are deleted.

On the Storage page, by default the Yes, limit number of file versions and the Yes, limit number of
backups options are not enabled. This means that the system will keep all the stored backup
versions. If you choose to enable the Merge backups option, when the limit is reached the system
will perform an internal merge between the older versions keeping the number of stored backups
equal to the specified limit (the merge between zip files is necessary to keep at the latest file version
from each zip file to be merged).

However when changing between Mirror and Smart, Full, Incremental or Differential, the older
versions are deleted.

Note: One or more of the features mentioned in this chapter might not be available in your edition.
The Professional edition includes all the features. For a comparison between editions, please check
feature matrix topic.
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4.1

Backup to CD, DVD or Blu-ray

Backup to CD, DVD or Blu-ray

Backing up to CD, DVD or Blu-ray media has become increasingly common due to mature technology
and cheap CD, DVD or Blu-ray burners.
If you plan to do a backup to a CD, DVD or Blu-ray disc, please consider our recommendations:

e Do not use the same CD, DVD or Blu-ray disc to store consecutive backup versions. It's better
to use different CD, DVD or Blu-ray media for each backup version (change the CD, DVD or Blu-
ray disc at each backup run). Use a set of CD, DVD or Blu-ray media and rotate them
periodically (e.g.: take 7 CD media, one for each week day; start with the first CD again every 7
days). The reason for this is that in case the burn process fails or the CD, DVD or Blu-ray data
becomes corrupted, you still have the previous backup version on a different disc.

e Rewritable CD, DVD or Blu-ray media can be burned only a limited number of times. When
strange errors happen you should consider that the CD, DVD or Blu-ray disc might be over-
burned (worn out).

e Always test the backed up data after burning. Backup4all has a special option to automate the
test after backup and also in case you are spanning multiple CD, DVD or Blu-ray discs ,
Backup4all test each CD, DVD or Blu-ray disc before writing the next one.

Backup4all makes the backup to CD, DVD or Blu-ray disc process to be easy to perform: just set the
backup destination to the CD, DVD or Blu-ray burner drive and run the backup. By default Backup4all
uses its own built-in burning engine to backup to CD, DVD or Blu-ray media (you do not need third
party drivers or burning software to be installed).

If you prefer packet writing (using third party software) you can select it in the Write method
section.

If the backup does not fit onto one CD, DVD or Blu-ray disc, Backup4all will automatically span the
backup over multiple media. Each disc is assigned a different label for future identification. We
recommend marking the CD, DVD or Blu-ray disc with this label.

A few recommendations before backing up to CD, DVD and Blu-ray discs:

e Before backup execution, be sure to insert the CD, DVD or Blu-ray disc containing the latest ".
bkc" file if you have the option Use local catalogs unchecked (in Backup Properties-
>Advanced->Backup options section, default is checked)

e On backups to hard disk, you can limit the number of stored zip backups by using the Yes, limit
number of file versions, Yes, limit number of backups and Merge backups options. These
options do not apply to CD, DVD or Blu-ray media, you cannot limit the number of stored
backups on removable media.

e A mirror backup copies every file matching the sources and the file filter to CD, DVD or Blu-ray
disc. On a mirror backup to hard disk, files that are deleted and excluded from sources can be
deleted from destination too if you want so. This is not possible on the CD, DVD or Blu-ray disc
, so deleted and excluded files are just left there as they were burned before, but the catalog
(".bkc") file is updated and the restore operation will not copy these files back.

e When backing up to CD, DVD or Blu-ray discs Backup4all requires additional free space on the
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4.3

drive where the Temporary Folder is located (at least 700Mb when backing up to CDs, or
4.7Gb when backing up to DVDs)
Note: One or more of the features mentioned in this chapter might not be available in your edition.
The Professional edition includes all the features. For a comparison between editions, please check
feature matrix topic.

Use Built in Driver

Backup4all does not need third party drivers or other CD, DVD or Blu-ray burning software to be
installed (like ActiveX, ASPI, etc) to be able to burn a CD, DVD or Blu-ray. Backup4all has a built-in CD,
DVD or Blu-ray burner to backup to CD, DVD or Blu-ray disc directly.

Set Up Internal CD, DVD or Blu-ray Burner

There are three simple steps to set up the internal CD, DVD or Blu-ray burner:
1) Open the Backup Properties window and go to the Destination page.
2) Click on Optical, then select the drive letter for the CD, DVD or Blu-ray burner device you want
to use.
3) In the same page, you can:
e configure the burn speed
e set the Erase disk before writing option
e switch the write method between build-in driver and UDF file system
e use a custom prefix

You can use two burners for UDF disc format: Use SCSI Pass Through Direct layer (SPTD) and Use

native Win32 interface (SPTI). This format can be used to write on CD-R/CD-RW/DVD-R/DVD+R/
DVD-RW/DVD+RW/DVD-DL/HD-DVD/Blue-ray/Blu-ray DL.

Use internal CD, DVD or Blu-ray burner

Typically, a backup to CD, DVD or Blu-ray disc performs additional steps shown in the status bar at
the bottom of the main window: burning, finalizing, and loading disc. During the last operation, the
CD, DVD or Blu-ray disc is ejected and reloaded. After this step the backup is tested and the CD, DVD
or Blu-ray disc ejected again (if these options are set).

Backup4all can also perform an additional Erase CD/DVD/Blu-ray... action for appropriate media
(rewritable CD, DVD or Blu-ray discs)

Note: One or more of the features mentioned in this chapter might not be available in your edition.
The Professional edition includes all the features. For a comparison between editions, please check
feature matrix topic.

Use Packet Writing

If you do not wish to use the built-in burner or your CD, DVD or Blu-ray device is not compatible, you
can use third party packet writing software.
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Packet Writing Software

Packet writing software can write only to CD-RW, DVD-RW or DVD+RW if the disks are formatted
using the Universal Data Format (UDF) file system.

The advantage of packet writing is that your rewritable media can be used like a floppy or zip disk
(drag and drop from File Explorer is also possible). The disadvantage of using packet writing is that
CD, DVD or Blu-ray discs written with this method are recognized on other computers only if the
same third party packet writing software is installed there too.

Set Up Packet Writing

There are three simple steps to set up the packet writing to work with Backup4all:
1) Open New Backup Wizard or Backup Properties and go to the Destination page.
2) Click on Optical, then select the drive letter for the CD, DVD or Blu-ray burner device you want
to use.
3) You must select Use UDF file system. Here you can also set the Erase disk before writing
option. Press the OK button.
4) If packet writing is set, you will see the following message on the Destination page: [Device
name] Writing method is UDF

Use Packet Writing

Backup4all detects if the CD-RW, DVD-RW, DVD+RW or Blu-ray RW disc is UDF formatted. If the disc
is not UDF formatted it will show the following message: Disk in drive [drive letter] is not UDF
formatted. Please insert a UDF formatted disc.

Note: One or more of the features mentioned in this chapter might not be available in your edition.
The Professional edition includes all the features. For a comparison between editions, please check
feature matrix topic.

Writing to CD, DVD or Blu-ray disc

By default, the backup catalog (.bkc) is stored both on the destination CD, DVD or Blu-ray disc and
locally. To see if the catalog will be stored locally too, select Backup Properties for a backup job, go
to Advanced and see if the Use local catalogs (.bkc) option is checked.

If it is unchecked the backup catalog is stored only on the destination. The recommended option is
to leave it checked.

When the backup process starts, Backup4all searches for the ".bkc" file locally (by default, assuming
that you didn't uncheck the option Use local catalogs), then:
o [f the catalog file is found, Backup4all will make a new version for the backup job. If you wish
to write the new backup version on a separate CD, DVD or Blu-ray disc (this is recommended)
then you should set the Ask for a new disk before backup option.
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o |f the backup catalog is not found locally (was deleted by mistake) or if the Use local catalogs
option is unchecked, Backup4all will ask for the last CD, DVD or Blu-ray disc used for the
backup. When it finds the backup catalog, Backup4all will make a new version for the files in
the backup job.

o |f the catalog file is not found on the destination either, Backup4all will start with a new full
backup

Backup4all will automatically span the backup over multiple media if the size of the backup job does
not fit on a single CD/DVD/Blu-ray disc. For each disc Backup4all will assign a different label for
future identification. We recommend marking the CD, DVD or Blu-ray disc with this label.

When spanning multiple CD, DVD or Blu-ray discs, Backup4all will create independent zip files,
meaning that if you have a backup that spans over 3 CDs and if one of the CDs becomes unreadable,
you will still be able to access and recover the data on the other 2 CDs.

It is recommended to always leave the Test after backup option (Backup Properties- >Advanced)
checked, especially if your backup is written on CD, DVD or Blu-ray disc. In case of disk spanning,
Backup4all will test your backed up data after each individual written disc. This way if one of the
discs has errors you know before the backup job is finished and you can interrupt the backup
process in time.

Note that when backing up to CD, DVD or Blu-ray disc Backup4all requires additional free space on
the drive where the Temporary Folder is located (at least 700Mb when backing up to CDs, 4.7Gb
when backing up to DVDs or 25GB when backing up to Blu-ray discs).

Note: One or more of the features mentioned in this chapter might not be available in your edition.

The Professional edition includes all the features. For a comparison between editions, please check
feature matrix topic.

Other CD/DVD/Blu-ray Settings

The File->Options->CD, DVD or Blu-ray window contains various settings related to the burn
process.

CD, DVD or Blu-ray

Use SCSI Pass Through Direct Layer (SPTD)

Selected by default. Backup4all uses this internal burning engine to write CD, DVD, HD-DVD or Blu-
ray discs. SPTD is a new method of access to storage devices and has the ability to provide direct
control of devices without risk of compromising it by some malicious 3rd party filter drivers or other
"rootkit" applications.

SPTD is currently supported by all Microsoft OS newer than Windows XP. SPTD (similar to other
access layers) is not removed from your system after Backup4all uninstall, in order not to disrupt
other applications that may use it.

Use native Win32 Interface (SPTI)
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If you have problems backing up using the SPTD method, we recommend you to use this option.

Load CD, DVD or Blu-ray before backup
Check this option if you want the CD, DVD or Blu-ray to be loaded before backup execution.

Eject CD, DVD or Blu-ray disc After Backup

You can leave the CD, DVD or Blu-ray disc ejected after the backup is finished (and tested). To do so,
go to File->Options->CD, DVD or Blu-ray and check the Eject CD, DVD or Blu-ray after backup
option.

Note:
e The Use SCSI Pass Through Direct Layer (SPTD) and Use native Win32 interface (SPTI) burning
methods use the UDF disc format.

Note: One or more of the features mentioned in this chapter might not be available in your edition.
The Professional edition includes all the features. For a comparison between editions, please check
feature matrix topic.
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5.1

Main Window

Getting Started

This window is displayed when you first run Backup4all. You can also access this window if you select
Getting Started from the File->Tools menu.
There are two large buttons for backup and restore and a list of articles about Backup4all.

Getting Started

Getting Started

Select a task below to get started

Backup
U Create new backup job from scratch or execute an existing
== backup job
Restore
(€. D) Restore all files from a backup job or load a job in interface
=
oF Links
\ ","' How to articles, video tutonals or shortcuts to various tasks
[] Show this dialog at next start Back Close
Backup

Press this button to create or run backup jobs.

Backup - Run selected backup job

Select an existing backup job from the list and press Backup to run the selected job.

If you want to run this job when the backup device is plugged in, check the Use the selected job for
plug and backup.

Create - Create new Backup job

Pressing the Create button will open the New Backup Wizard.

If you want to run this job when the backup device is plugged in, check the Use the new job for plug
and backup.
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Restore

Restore - Restore from selected backup
Select an existing backup job from the list and press Restore to open the Restore Wizard.

Open - Load backup jobs

Use the Open button to recreate a backup job from the backup catalog (.bkc) or from the
initialization file (.ini).

The recreated backup job will be added to the backup list.

If you don't want to show the Backup4all Startup window next time you open Backup4all, uncheck
the Show this dialog at next start option.
By default this option is checked.

Links
Shows a list of the most popular articles from our knowledge base.

Note: One or more of the features mentioned in this chapter might not be available in your edition.
The Professional edition includes all the features. For a comparison between editions, please check
feature matrix topic.

Commands

File

Backup4all 7.0 EIEEE

© , ® .

Tools for working with Backup4all Import jobs from other versions

Open

Plugins
Manage plugins

Erase Disc
Erase CD, DVD or Bluray discs

Open from...

Tools
Licensing Getting Started
Open the Getting Started wizard

Help

Options

New - creates a new backup job

Check for Updates
Get the latest updates available for Backup4all

) ) €] (&)

Import from version 7
Impert backup jobs from Backupdall 7

Import from Version 6...
Impert backup jobs from Backupdall &

Import from Version 5
Import backup jobs from Backupdall 5

Import from version 4
Import backup jobs from Backupdall 4

e Open - creates a new backup job from the opened ".bkc" or ".ini" file
e Open from... - creates a new backup job from the opened ".bkc" or ".ini" file, and user can
select to open the catalog from multiple locations as: local hard drive, network, FTP, SFTP,
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Azure, Amazon S3, Google Drive, Dropbox, Box, OneDrive, Hubic, HiDrive, S3 compatible.

e Tools

e Plugins - opens the Manage Plugins window

e Erase Disc - opens the Erase CD, DVD or Blu-ray window

e Getting Started - opens the Getting Started window

e Check for Updates - displays a window with the available updates

o Import from version 7 - imports the backup jobs from version 6 of Backup4all
e Import from version 6 - imports the backup jobs from version 6 of Backup4all
o Import from version 5 - imports the backup jobs from version 5 of Backup4all
o Import from version 4 - imports the backup jobs from version 4 of Backup4all

©

MNew Licensing

Open Buy Now
Purchase Backup4dall product key online

Open from...

Change product key
- & Activate a different product key
Tools A

Register
Register product ki
-0 e

Licensing

Help

Deactivate this product key
Options ""ﬁ Remove the activation from this computer

Reactivate
.,,,@ Reactivate this computer immediately

e Licensing

Backup4all 7.0

Licensing information

Backup4all Professicnal 7.8.127

wey: I
License: Permanent. Dees not expire.
Activetion: valid. Next check on: 8/26/2817 (29 days Left)

User name: M M

Company: Softland

Email: support@backup<4all.com
Comment: WS-18

Computer code: EEG2-42BE
Computer name: Ws-18

Your activation is valid, the program is functional.
You can register the software with us to see your license keys in
your account.

e Buy Now - purchase Backup4all product key online

Register - Register product key

Change product key - Activate a different product key

Deactivate this product key - Remove the activations from this computer
Reactivate -Reactivate this computer immediately
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Backup4all 7.0 ' ElIEEE
® RN v

New Support

T Backup4all Help Ba C k U p4a | |
pen Get help using Backup4all Take full control of your backup

About Backupd4all
guppor‘t Request Backup4all version 7.0 Build 127

Let us know if you need help © 2017 Softland

www.backupdall.com

et Backup4a|| Forum See Licensing information
icensing <
Visit the support ferum

Open from...

Tools

Qur Projects:

Backup4all (backup software) - www.backupdall.com
novaPDF (PDF creator) - www.novapdf.com

Soft112 (software library) - www.seft112.com

Help

Options

e Help
o Backupd4all Help - opens the Help file
o Support Request - starts a new email message that will be sent to the support team
e Backupd4all Forum - opens the Backup4all Support Forum in a new web browser tab.

e Options - opens the Options window

o Exit - exits the application, same as the keyboard shortcut Alt+F4

Jobs

The Jobs toolbar contains the most important Backup4all buttons which can be applied on backup
jobs.

Manage - this group includes the buttons necessarily to manage the backup jobs.

lobs Tags Layout Control

e Open - M Create Shortcut... @
== — ¥ Delete

[5 Destination Folder
Befresh

m Duplicate @Scheduler =
Manage

Mew  Properties...

New - starts the New Backup Wizard

Properties - opens a dialog to edit the backup job configuration

Open - creates a new backup job from the opened ".bkc" or ".ini" file

e Open from... - creates a new backup job from the opened ".bkc" or ".ini" file, and user can

select to open the catalog from multiple locations as: local hard drive, network, FTP, SFTP,
Azure or Amazon S3 server.

Delete - removes the current selected backup, same as the toolbar button Delete or the

keyboard shortcut Ctrl+Del

e Duplicate - duplicates the selected backup job, same as pressing the keyboard shortcut Ctrl+L
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Create Shortcut... creates a shortcut to a backup job or tag (for easy backup execution from
outside the program) on your desktop, quick launch or other location
Destination Folder - opens the backup destination folder
Scheduler - opens the scheduler page, showing all scheduled tasks for the selected job
Refresh - reloads the selected backup job

o Refresh all jobs - reloads all backup jobs

Execute - this group includes the buttons for all actions that can be executed on a backup job

g & £ ¥ &

e e e = =
Backup Restore.. Repair Test.. Clean

- - - - -

Execute

Backup
o Backup - performs the backup type defined in Backup Properties
Full - performs a full backup regardless of the backup type defined in Backup Properties
Differential - performs a differential backup regardless of the backup type defined in
Backup Properties
Incremental - performs an incremental backup regardless of the backup type defined in
Backup Properties
Restore
e Restore - starts the Restore wizard
e Latest version - restores the latest version to its original location without showing the
Restore wizard
o Latest version to... - restores the latest version to a specified location without showing the
Restore wizard
o Repair
o Repair - starts the backup repair
o Repair Catalog Only - starts the repair of the backup catalog
e Quick Repair - starts a quick backup repair, without calculating the CRC for each file
e Quick Repair Catalog Only - starts the quick repair of the backup catalog, , without
calculating the CRC for each file
Test
e Test - opens the Test backup window
e Quick Test - opens the Test backup window
Clean
o Clean backups - opens the Clean backup window
e Clean destination folder - will delete from the backup destination, all files which does not
belong to the backup job

Views
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'E:__ Illg Statistics

Explore  Backup Proqress

Views

e Backup - switches to Backup View
e Statistics - switches to Statistics View
e Progress - switches to Progress View

Tools

%Uiaﬁlug -

#9) History .
@,Qpen Log Folder e

Tools

e View Log
o Last Backup Log - shows the latest backup log for the selected backup job. If there is no
log file, the menu is disabled.
o Last Restore Log - shows the latest restore log for the selected backup job. If there is no
log file, the menu is disabled.
o Last Test Log - shows the latest test log for the selected backup job. If there is no log file,
the menu is disabled.
e Last Cleanup Log - shows the latest cleanup log for the selected backup job. If there is no
log file, the menu is disabled.
e Last Statistics Log - shows the latest statistics log for the selected backup job. If there is
no log file, the menu is disabled.
e History - opens the history page for that job
e Open Log Folder - opens the folder where all log files are stored
o Messages - opens the application messages popup. If there are no messages, the button is
disabled.

Explore View

= 4 - Explore View
File Jobs Tags Layout Control Explore View
SR =Z Collapse Al
& =
Restore Expand Expand & Exclude from Sources Restore
- Al Subfolders .

Files 8 Folders
Files & Folders
o Restore
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e Latest Latest Version - restores the latest version of the selected file/folder to its original
location without showing the Restore wizard
e Latest Latest Version to... - restores the latest version of the selected file/folder to a
specified location without showing the Restore wizard
Expand All - expands all folders
Expand Subfolders - expands subfolders for the selected folder
Collapse All - collapses all folders
Exclude from Sources - excludes from backup sources the selected file/folder
i [ 5 View with Notepad
\‘."-."‘" L m Compare with Source
Restore  Open

-

File Wersions
File Versions
e Restore
o Restore Version - restore the selected file version to the original location
e Restore Version to... - restore the selected file version to a specified location
e Open - open the selected file version
View with Notepad - open the selected file version with Notepad
Compare with Source - compare the selected file version with the current source file
Compare Versions - compare two file versions

“ =@ -X
Wersions
Pane

Layout Filter
Layout
o Versions Pane: if pressed, will display the version pane on the bottom of the Explore view

Filter
- show/hide the new files to be backed up
== - show/hide the unchanged files
B show/hide the modified files
== _ show/hide the excluded files
x. show/hide the deleted files

Backup View
& & §
Restore  Test View
2 Backup Log
Backups
Backups
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e Restore
o Restore - restore the selected version to the original location

o Restore to... - restore the selected version to a specified location

e Test - test the selected backup version
o View Backup Log - open the backup log for that backup execution

Layout Control Backup View

™ Open
)
— E;f View with MNotepad

Restore

-

Expand All

Collapse All

Files &8& Folders

Files & Folders

e Restore
e Restore - restore the selected file to the original location

o Restore to... - restore the selected file to a specified location

e Open - open the selected file
o View with Notepad - open the selected file with Notepad

e Expand Folder - expands all folders from the selected backup

e Expand All - expands all folders
e Collapse All - collapses all folders

| 5=

Details | W Filter Files
Pane
Layout Filter
Layout

e Versions Pane: if pressed, will display the version pane on the bottom of the Explore view

Filter
+ - show/hide files which were added in the selected backup execution

+. show/hide files which were modified in the selected backup execution
== _show/hide files which were excluded in the selected backup execution

' Filter files - open the Filters window

Tags
The Tags toolbar contains all the Backup4all buttons which can be applied on backup tags.

Manage

Copyright © 2020 Softland
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% . Rename
% Delete
Mew
B Create Shortcut...

Manage

o New - creates a new tag in the left side list

e Rename - renames a tag from the left side list

Delete - deletes a tag from the left side list

Create Shortcut... - creates a shortcut to a backup job or tag (for easy backup execution from
outside the program) on your desktop, quick launch or other location

Execute

<> <> (ﬁ, ()V C’.{
@ & & & &
Backup Restore Repair Test Clean

b b b b
Execute

e Backup
e Backup - performs the backup type defined in Backup Properties for all jobs containing
that tag
e Full - performs a full backup for all jobs containing that tag, regardless of the backup type
defined in Backup Properties
o Differential - performs a differential backup for all jobs containing that tag, regardless of
the backup type defined in Backup Properties
e Incremental - performs an incremental backup for all jobs containing that tag, regardless
of the backup type defined in Backup Properties
e Backup All Jobs - will back up all jobs with the backup type defined in Backup Properties
Restore
e Restore - restores the latest version to its original location without showing the Restore
wizard, for all jobs containing that tag
e Restore to... - restores the latest version to a specified location without showing the
Restore wizard, for all jobs containing that tag
o Repair
o Repair - starts the backup repair for all jobs containing that tag
o Repair Catalog Only - starts the repair of the backup catalog for all jobs containing that tag
Test
o Test Latest Version - starts the test for the latest backup version of all jobs containing that
tag
o Test All Versions - starts the test for all backup versions of all jobs containing that tag
Clean - opens the Clean tag window

Layout
This page contains the buttons for the Backup4all interface.
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General
)
Mavigation Restore
Pane - Default Layout

General

o Navigation Pane - indicate how the left side navigation pane is displayed
e Expanded - shows the navigator pane expanded
o Collapsed - shows the navigator pane collapsed
o Off - hides the navigator pane

o Restore Default Layout - restores the default layout of Backup4all

Jobs

:
=
View  Details
Az  Pane-

lobs

e View as - indicate how backup jobs are displayed
e Card - shows the backup jobs as cards
o List - shows the backup jobs in a list

o Details Pane - indicates how the Details view pane is displayed
o Right - shows the job view pane on the right
e Bottom - shows the job view pane on the bottom
e Off - hides the job view pane

Control
This page contains the buttons for suspend

System
e Suspend System - if pressed, all actions in progress will be paused. No other actions can be
started until the system is resumed
e Cancel All Running - if pressed, all running actions will be canceled
o Stop All Running - if pressed, all running actions will be stopped
o Scheduled Suspend - when pressed, the Scheduled Suspend window (from File->Options) will
be opened, so you can manage the scheduled suspend intervals

Note: One or more of the features mentioned in this chapter might not be available in your edition.
The Professional edition includes all the features. For a comparison between editions, please check
feature matrix topic.
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5.3 Backup List

Backup list, visible in the middle column of the main window, contains all the backup jobs defined.

Explore View  Backupd4all 7.0

Tags Layout Control Explore View

- = [ Open - B Create Shortcut... f AE Repair ~ — E -
R [ . & g b- L]
¥ Delete  [°Z Destination Folder o Test., - o]
Mew  Properties... ) Refresh Backup Restore.. Explore = Backup _ £
|‘Dup|lcate @Scheduler - - - & Clean ~ (=)
Manage Execute Views Tools &
All Jobs MName Status Last Backup Date Type Execution Order -
Failed Mame = Size
Ei
Warnings ™ New Backup fBackup Test Restore =
Running 170 0
Scheduled Smart, (HDD) E:\My Backup... Success] 8/16/2017 3:43:04 PM \ .
View as L4
personal
testda - Copy #Backup v Test Restore |4 Runlob 8
Mirror, (Removable) D:\Sof... [Success] 8/11/2017 1:22:05 PM Restore 4
v Test L4
AE  Repair 4
& Clean..
o Cancel
0 Pause
>
o Stop
% Job Logs » Backup Date Stat
a Create Shortcut...
|‘ Duplicate  Ctrl+L
. Delete Ctrl+Del
SO Type to search SO Type to search backup jobs %] Properties... Ctrl+P >
Jobs History es-
No messages 2 jobs o

To configure a backup job's appearance (icon and label) in the backup list, you have to open the
Backup Properties window, switch to the General tab, change the name of the backup job.

When right clicking a backup job, a menu is displayed giving the following options:
e View as:
e Card - will display all jobs as cards
o List - will display all jobs as list
e RunJob
Backup - performs a backup with the type selected in Properties
Full Backup - performs a full backup regardless of the backup type
Differential Backup - performs a differential backup regardless of the backup type
Incremental Backup - performs an incremental backup regardless of the backup type
Restore
Restore - opens the Restore Wizard window for the currently selected backup job
Restore Latest Version - starts the latest version restore process for the selected backup job
Restore Latest Version To - opens a window to select the folder were you want the backup to
be restored
e Cancel - aborts current backup process
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Pause - pause the current backup/test/cleanup/restore process

Stop - stops the current backup/test/cleanup/restore process

Job Logs - lets you open and view the Last Backup Log, Last Restore Log
Duplicate - duplicates a backup job

Delete - deletes a backup job

Properties... opens the Backup Properties window

Note: One or more of the features mentioned in this chapter might not be available in your edition.
The Professional edition includes all the features. For a comparison between editions, please check
feature matrix topic.

5.4 Manage Backup Tags

Create a new tag

1) When creating (or editing) a backup job using the New Backup Wizard in Advanced mode (or
Backup Properties), press Add new tag and type a new name (that does not exist) for the backup
tag.

Explore View Backup4all 7.0

Layout Control Explore View
(2] MNew Backup? - Backup Properties = B
New General
E Description of the backup job

Destination —

All Jobs Sources
General

Failed Filters

Warni Mew Backup2
e Customize Name e BacEiR

Running

Teg Lpesoral |

Schedule Type
personal Storage
Compression
Advanced

Email

2) Right click on the left side list (left panel of the main window) and choose New Tag. The
Create a new tag window will appear and you can enter the name of the tag. A new empty tag
will be created (which can be selected later from the Tags list of the New Backup Wizard or from
the Backup Properties window).
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Mew Job Ctrl+N

¥ NewTag Create a new tag

Mame for the new tag

[ev Tog |

QK Cancel

Rename a tag

Select the backup tag from the left side list. Right click it on the backup list and choose Rename Tag.
A window similar with the one for Create a new tag will appear. You can enter the new name and
press OK. The tag will be renamed and it will keep all the backup jobs it had.

2 4 - Backup4all 7.0 Explore View
File Jobs Tags Layout Control Explore View
EI‘:II:I:E “Z Collapse Al View with Notepad o
= Compare with Source + =0—X
Restore Expand Expand Exclude frem Sources Restore  Open ~ I Versions
v Al Subfolders - Lompare Versions Pane
EileefoFldl File Versions Layout Filter &
All Jobs nght click the tag Status Last Backup Date Type Execution Order & Name 4 Size
Failed to open menu @- E
Warni New Backup 4 Backup v/ Test W Restore =
Runnii
Sc led Smart, (HDD) EA\My ... [Success] 8/11/2017 3:32:21 PM
personal [ —
Newlob  CtrleN Press OK
to rename the tag
“% BackupTag L4
& TestTag L4
% Clean Renamg Tag
«
Restore T 4
‘; =il Rename the tag to
# Repair Tag L4 M ,
a Create Shortcut.. — < >
Hicaiiog Type « Bek, Mo, Backup Date
W _Rename Tag 1 Click Rename Tag |
\ Delete Tag
Sort Alphabetically
SO Type to search | SO Type to search backup jobs < >
Delete a tag
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5.5

Explore View Backup4all 7.0

Tags Layout Control Explore View
©S i [ﬁOpen - BQreateShor‘ccut... #AE Repair ~ — L) % -
El . ® & & Bl S
xgelete Egestlnatlon Folder — - o Test.. - (9
MNew  Properties... Refrezh Backup Restore.. Explore = Backup e e
|‘Dup|icate @Scheduler o o o & Clean ~ (=)
Llasay Execute Views Tools &
AllJebs  |Right click the tag Status Last Backup Date Type Execution Order Name - Size
Failed to open menu
B3, 1
Warnings New Backup #Backup  /Test 4 Restore Tk
Runni
Sc led Smart, (HDD) Ex\My Backup... Success] 8/16/2017 3:43:04 PM
=S Newlon e Press Yes
ew Jol tri+
. st4a - Copy #8ado 9 5 delete the tag
©
# BackupTag * lrror, (Removable) DASof... [Success] 8/11/2077 TSI
?/ Test Tag L4
“f
e Backup4all 7
“%  Restore Tag 4
“%c Repair Tag ’ o Are you sure you want to delfte this tag?
a Create Shortcut...
% New Tag Yes 8 2
W Rename Tag Type « Bck. Mo. Backup Date Stat
% Delete Tag . Click Delete Tag |
Sort Alphabetically
SO Type to search S Type to search backup jobs < >

Select the backup tag from the left side list. Right-click in the backup list and choose Delete Tag. A
warning message will appear before the deletion. If you choose Yes, only the backup tag will be
deleted, the backup jobs will remain in the backup list. To move backup jobs to a different backup
tag, you must edit the backup job's properties and select a different tag for them or drag and drop
the job on the tag you want to be assigned.

To assign a tag to a backup job, just drag and drop the tag from the left side list of tags to the
backup job name in the main window, or open Backup Properties->General and check the tag
name.

Note: One or more of the features mentioned in this chapter might not be available in your edition.
The Professional edition includes all the features. For a comparison between editions, please check
feature matrix topic.

Explore View

You can activate Explore view by:
e pressing the Explore button from the Jobs tab
e pressing F2 keyboard shortcut
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Used to Show/Hide files|

depending on status
::“J:dbs Sort by: Execution ore selectaﬂlg o nding Name Size Modified
Warnings New Backu ses it_sﬁla Bk 2
Running versions £ I3) Backup_sources
Scheduled \ e
) contracts Filz Tree

personal 5 foldert window of tha

folderd Explore View

right-click a file|

S sa.. 45by.. 6/28/2017 4:44:28 PM

toseea d
shoricut menu I folders
I —] S IEM 175b..  6/29/2017 444:28 PM
'cﬁ‘i'z :‘;ﬂ:y O 14uf..  159b..  6/29/2017 444:28 PM
S 14uf..  232b..  6/29/2017 444:28 PM
[ — RS 175 b A0 T A AAT0 DA Y
Type Bck. MNo. Backup Date Status 51
-

Restore
File Version
window of the
Explore View

% RestoreTo
Open
View with Motepad

Compare with Source

Select columns 4

The Explore View consists of a File Tree on top and a File Version List at the bottom.

File Tree

The file tree content depends on the backup sources and file filters defined for the selected backup
job. You can right-click on the folders and files in the tree to open the same context menu that is
available from File Explorer if the option Show context menu from File- >Options->Preferences is
checked. If that option is unchecked, the right-click operation will display only the Restore Latest
Version and Restore Latest Version to... You can select multiple files.

Be careful about handling files in the Explore view with the Show context menu option checked: all
actions are performed on the hard disk and any deletion will actually remove the file from your hard
disk!

Beside the File Explorer context menu items, there are also two custom menu items, which enable
the restore of the last version of a file: Restore Last Version and Restore Last Version To...

If you want to exclude a file/folder from the backup sources, you can right-click that file/folder and
choose Exclude from backup sources option. This action will uncheck the file/folder in Backup
Properties->Sources.
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The file tree shows the last modified date, size and attributes for each file in additional columns. This
information is the same as shown in File Explorer. You can sort the files by name, date, size or
attributes by simply clicking on the appropriate column header. The files are sorted within their
folders. Size, Modified and Attributes columns can be hidden if you right click on the column header
and uncheck the names of the columns that you want to remove.

There are seven buttons on top of the file tree that help you show/hide files depending on their
status:

If pressed, files that will be added to the backup are shown in the tree. All files with this status
will have ¥ picture in front of them.
== |f pressed, files that have not been changed since last backup are shown in the tree. All files with
this status will have 9 picture in front of them.
L_IT; pressed, files that have been changed since last backup are shown in the tree. All files with this
status will have O picture in front of them.
™= If pressed, files that are already present in backup and are now excluded by new changes in file
filter are shown in the tree. All files with this status will have EB picture in front of them.
x i pressed, files that have been deleted from hard disk are shown in the tree. All files with this
status will have g picture in front of them.

IIf pressed, all directories in the tree will be expanded. For a large number of files and directories,
this operation can take a longer time. Press the ESC key to stop the process.

== If pressed, all directories in the tree will be collapsed.

If you do not want to see empty folders when clicking on Expand all, check Hide empty folders on
expand all in the File->Options->Preferences window. The tree will show only folders containing at
least one file.

There is an easy way to search for a file in the files and folder tree: simply start typing the file's name
and the matching file name will be selected. Only files that are visible in the tree are found, so if you
want to search in all files, you have to do an Expand all first.

If you want to see only the backed up files press these buttons: == B—X

For the files that will be added to the next backup press: a8

File Version List

If a file is selected in the tree, at the bottom of the view, you can see the list of the file's versions
from the backup. Information provided for each version:
e Type - Type of the Backup. Each of the backup types is represented by a descriptive icon: ]
Full, ® Incremental, &= Differential, D virror
Ver. - File version number
Bck. No. - Number of the backup
Backup Date - Date and time when the version was added to the backup
Status - Status of operation performed on that file version (added, excluded...)
Size - Size of the file version
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Modified - Date and time when the file version was last modified (at backup execution)
Attributes - Attributes of the file version at backup execution (read-only, hidden, archive). This
column is hidden by default

Bkc. Label - Label of the backup increment. This column is hidden by default

The file versions in the list can be sorted by clicking on the column headers. The right-click menu on
the column header provides a handy way to show/hide unnecessary columns (except the Version
column which is grayed out).

Backup4all provides an easy way to restore any file version. Just right-click on the file version you
want to restore and:

Note:

choose Restore version if you want to restore the version in the original location

choose Restore to if you want to restore the version in another location

choose Open if you want to open/view that version of the file with the associated Windows
application

choose View with Notepad if you want to open/view that version of the file with Notepad
choose Compare with source if you want to compare the selected version with the existing
source

choose Compare versions if you want to compare the selected versions

choose Select columns to enable/disable the columns displayed

One or more of the features mentioned in this chapter might not be available in your edition.

The Professional edition includes all the features. For a comparison between editions, please check
feature matrix topic.

5.6 Backup View

You can activate Backup view by:

pressing the Backup button from the Jobs tab
pressing CTRL + F2 keyboard shortcut
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= 4 - Backup4all 7.0 Backup View
File Jabs Tags Layout Control Backup View
3 Open _
=5 ahE —
t een % Bxpand All I 4 <4
N — E. View with Notepad )
Restore  Test fie Restore L “Z Collapse Al | Details | W Filter Files
B: og - Expand Folde Pane
Backups Files 88 Folders Layout Filter &
All Jobs - i i
Eailed Sort by: Execution order Descending OSearch for files
Warnings @ New Backup Type BackupD.. BckMNo. « File Mo. Folde
Running Smart, (HDD) E:\My Backupdall\Admin' -] 8/11/201... 1 13
SNy BackupdallAdmind
Scheduled
personal @ testda - Cupy
Mirror, (Removable) DA\Softland\Backup4a... < >
Mame & Size Meodified Status
B B
=0 Backe
=3 04
IC3) folderd
I3 folders
oy m—
+L:'{ Restore fided
o= 11 o T dded
estore To ..
o] te dded
o &t Open dded
View with Notepad
Expand All
Collapse All
Details Pane
T - Filter 4
JO Typeto search JOType to search backup jobs < >

The Backup View consists of a Backup Version List on top and a File Tree at the bottom.
Above the Backup versions list, there is a "search for files" field. Here you can type the name of the
file/folder you are looking to restore, in order to easily find its location.

Backup Version List

If a backup version is selected, at the bottom of the view, you can see the list of the files in that
backup and their status before that backup. Information provided for each version:

e Type - Type of the Backup. Each of the backup types is represented by a descriptive icon: -

Full, - Incremental, ] Differential, @ mirror

o Backup Date - Date and time when the backup was created

e Bck No. - Number of the backup

o File No. - Number of files in that backup

e Folder No. - Number of folders in that backup

e Comp. Size - Compressed size of the file version

e Uncomp. Size - Uncompressed size of the file version
Label - Label of the backup increment.

The backup version list can be sorted by clicking on the column headers. The right-click menu on the
column header provides a handy way to show/hide unnecessary columns (except the Type column
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which is grayed out).

Backup4all provides an easy way to restore or test a backup version. Just right-click on the backup
version and:
e choose Restore Latest Version if you want to restore the version in the original location
e choose Restore Latest Version To... if you want to restore the version in another location
e choose View Backup Log if you want to open/view that log with the selected log viewer.
Initially the default text editor is used.

File Tree

The file tree content depends on the files from the selected backup version. You can right-click on
the folders and files in the tree to open a menu that allows you to choose the following options:

e Restore if you want to restore the version in the original location

e Restore to... if you want to restore the version in another location

e Open if you want to open/view that version of the file with the associated Windows

application
¢ View with Notepad if you want to open/view that version of the file with Notepad
o Full expand to expand all the tree

The file tree shows the file/folder name, bck no. size, last modified date, attributes and status for
each file in additional columns. You can sort the files by simply clicking on the appropriate column
header. The files are sorted within their folders. Except File/Folder, each column can be hidden if
you right click on the column header and uncheck the names of the columns that you want to
remove.

There are seven buttons on top of the file tree that help you show/hide files depending on their
status:

If pressed, files that were added to the backup as new are shown in the tree. All files with this
status will have ¥ picture in front of them.
W s pressed, files that were added to the backup as modified are shown in the tree. All files with
this status will have 0 picture in front of them.
== If pressed, files that had been in backup and were excluded by new changes in file filter are
shown in the tree. All files with this status will have O picture in front of them.

IIf pressed, all directories in the tree will be expanded. For a large number of files and directories,
this operation can take a longer time. Press the ESC key to stop the process.

== If pressed, all directories in the tree will be collapsed.

Note: One or more of the features mentioned in this chapter might not be available in your edition.
The Professional edition includes all the features. For a comparison between editions, please check
feature matrix topic.
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5.7 Statistics View

You can activate Statistics view by:
e pressing the Statistics button from the Jobs tab
e pressing the F3 keyboard shortcut

Backup4all 7.0

Tags Layout Control

RO Bt & &% = S
a K Delete 5 e = - N= E
Mew  Properties... m Duplicate @ Eef:esh Eacvkup Eestfre... ',( B Explore  Backup @
Manage Execute Views Tools &
All Jobs Sort by: Execut... Descending Last backup: 8/11/2017 1:49:09 PM ~
Failed Last backup type: Incremental
Warnings @ New Backup Last backup duration: 00:00:23
Running Smart, (HDD) E:\My Backup4all\... Last backup size (comp./uncomp./%): 564 bytes / 204 bytes / 276%
Scheduled Last full backup on: 8/11/2017 1:05:12 PM
personal Last full backup duration: 00:00:23
@ testda - Copy Last full backup size (comp./uncomp./%): 2,26 MB / 2.26 MB / 100%
Mirror, (Removable) D:\Softlan... Total size of backup (comp./uncomp./%):  2.26 MB f 2.26 MB / 100%
Number of backups: 2
Last backup status: Last backup was successful
Files/folders in backup: 24 (3 added on last backup )
Mext scheduled backup: B/14/2017 3:42:58 PM
Next scheduled tag backup: — Mot scheduled
Statistics for
last backup

Caleculate Statistics for Mext Backup (Ctrl+F5)

Changes since last backup: Files/folders to backup (Smart):
Files Folders Files Folders

Mew: i} i} Mew (M) i} i}

Unchanged: 15 6 Unchanged (U}): o 1]

Modified: 1] 1 Modified (M): 1] 0

Excluded: 0 0 Excluded: 0 0

Total files/folders to backup (N+U+M): 0 Statistics for

Total size to backup (N+U+M): 0 bytes next backup

Free disk space on destination: 206.44 GB )
L0 Type to search SO Type to search backup jobs < ¥

This view provides statistical information about the last backup performed and calculates statistics
about the next backup, based on the current backup job configuration.

Information list:

Last backup on
Date and time of the last backup

Last backup type
Shows the last backup type executed

Last backup duration
Shows the duration of the last backup execution
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Last backup size
Shows the size of the last backup (compressed) / size of all files present in backup (uncompressed) /
compression percentage

Last full backup on (not displayed for mirror backup type)
The date and time when the last full backup was executed. Note that the first backup is always a full
backup, even if the backup type is set to incremental or differential.

Last full backup duration (not displayed for mirror backup type)
Shows the duration of the last full backup execution

Last full backup size (not displayed for mirror backup type)

Shows the size of the last full backup (compressed) / size of all files present in backup
(uncompressed) / compression percentage.

For example 10 MB/30 MB/33% means that the size of the last full backup was 10 MB, the
uncompressed size of the files backed up was 30 MB and the compression ratio was 33%.

Total size of backup (not displayed for mirror backup type)

Total size of the backup takes into consideration all backup increments, ".bkc" file and any folders
that might have been created. It shows the total size after compression / without compression /
compression percentage For mirror backup the compressed values are not shown, because there is
no compression.

Number of backups
Number of times the backup job was executed

Last backup status
Displays the following information:
e Last backup was successful when everything went OK
o Last backup failed when the backup was aborted due to an error
o Last backup had <X> warnings when the backup was done, but <X> files could not be backed
up
o Last backup was canceled when the user canceled the backup execution

Files/folders in backup

Shows the number of files in the backup. The number between the brackets is for the files added at
the last backup. For full backup the number of files added to the last backup will be always the same
with the total number of files. The same for mirror backup without the Fast mirror option activated.

Statistics for next backup:

The Calculate Statistics for Next Backup (Ctrl+F5) button will start counting the new, modified,
unchanged and excluded files since the last backup execution. The counters will be shown in the
labels below, divided into two sections: Files to backup containing the counters for the files that will
be added to the next backup, and Changes since last backup containing the counters for the files
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changed since the last backup. For a large number of files, counting can be time consuming. If you
want to stop the counting process press the Cancel button from the toolbar. Calculate Statistics for
Next Backup (Ctrl+F5) uses the catalog file (".bkc"). Files to backup counters are calculated
depending on the backup job settings: backup type, <Clear backup> action etc. Changes since last
backup counters are always the same no matter the backup job settings.

Files/Folders to backup

For full and differential backup types these counters are calculated based on the changes since the
last full backup.For the incremental backup type, the counts are based on the changes since the last
backup (differential, full or incremental).

New files/folders
The number of new files/folders that will be added to backup. For mirror backup (with the Fast
mirror option unchecked), the new files/folders counter equals the total number of files/folders.

Unchanged files/folders
Shows the number of unchanged files/folders to be added to backup. For differential, incremental
and mirror backup with Fast mirror option unchecked, this number will always be 0.

Modified files/folders
Shows the number of modified files/folders to be added to backup. For mirror backup (with the
"Fast mirror" option unchecked), this number will always be 0.

Excluded files/folders
Shows the number of excluded files/folders, which will be removed from the backup.

Changes since last backup
Counts the changes since the last backup, regardless of the backup settings

New files/folders
Shows the number of new files/folders since last backup.

Unchanged files/folders
Shows the number of unchanged files/folders since last backup.

Modified files/folders
Shows the number of modified files/folders since last backup.

Excluded files/folders
Shows the number of excluded files/folders. A file/folder gets excluded because of the changes in
file/folder filter or because it was deleted or moved from the backup sources.

Total files/folders to backup
Shows the total number of files and folders that will be added to backup next time. This should be

the sum of the new, modified and unchanged file and folder counters.

Total size (uncompressed) to backup
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Shows the sum of all file sizes to be included in the backup next time it is executed.

Free disk space on destination
Shows the available free disk space on the destination drive.

Note: One or more of the features mentioned in this chapter might not be available in your edition.
The Professional edition includes all the features. For a comparison between editions, please check

feature matrix topic.
5.8 Progresss View

You can activate the Progress view by:
e pressing the Progress button from the Jobs tab
e pressing the CTRL+F3 keyboard shortcut

Please note Progress view is active only when the backup is running. When the backup is not

running, that option is grayed out.

When the backup is started, Backup4all will switch automatically to Progress view and after the

backup is done it will switch back to your previous view.

Backup4all 7.0

Tags Layout Control

Action: Indicate the action in progress: Backup, Restore, Test, Clean

| -
Messages

Tools

Total backup size  Percent

0 bytes
0

0 bytes

-
ew T 4 - Explore  Backup famr 2
Execute Views
-:a“i:;ihs Sort by: Execut... Descending Action Backup
Operation
Warni Backup] New Backu
Ram.mgs @ [ Pl P Current file
unning
Scheduled
| Processed
persona @) testda - Copy
Mirror, (Removable) D:\Softlan.., File progress 0 bytes
File count 0
Total progress 0 bytes
Elapsed time Estimating...
Estimated time Estimating...
<
Pause 0 Cancel
SO Type to search SO Type to search backup jobs [[] Shutdown computer when finished

0%
0%
0%

Stop
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Operation: Indicate the operation in progress: Creating file list, Updating catalog, Testing backup etc
Current file: Displays the current file processed

On the Progress view page you can also see the file progress, file count, total progress, elapsed time
and estimate time.
The Pause, Cancel and Stop buttons at the bottom of Progress view can be used for a better control
of the backup jobs.

Shutdown computer when finished
If checked, at the end of the backup/test/repair/restore execution, the computer will shutdown. It is
useful for longer backups when the user does not want to wait til the end of the process.

Note: One or more of the features mentioned in this chapter might not be available in your edition.
The Professional edition includes all the features. For a comparison between editions, please check
feature matrix topic.

Open backup

There are two ways to open a backup job in Backup4all.

e You can open the backup catalog (.bkc) or ini file using the Open command from Files menu.
You just need to browse your computer and indicate the catalog or ini file location.

You can open the backup catalog (.bkc) or ini file using the Open From command from Files

menu. This option is recommended to be used if the catalog is located on a network location or

on an FTP/SFTP/Azure/Amazon S3 server/Google Drive/OneDrive/Box/Dropbox/Hubic/HiDrive/

S3 Compatible storage, but can also be used for local hard drives.

Open from a local hard drive

Use this page if the catalog is on a local hard drive. Browse your computer and indicate the folder
containing the catalog(s) or ini file(s).

Press Show to display the folders and selected file types (.bkc or ini). Press Scan to display a list of
only .bkc/ini files from all folders and subfolders in that location.

Open from a network drive

Use this page if the catalog is on a network drive. Select the network location and enter the
username/password if necessarily.

Press Show to display the folders and selected file types (.bkc or ini). Press Scan to display a list of
only .bkc/ini files from all folders and subfolders in that location.

Open backup from an FTP server

Use this page if the catalog is on an FTP server. Configure the FTP server or choose an existing
configuration.
Press Show to display the folders and selected file types (.bkc or ini). Press Scan to display a list of
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only .bkc/ini files from all folders and subfolders in that location. Here you can see how to configure
the FTP server.

Open backup from an SFTP server

Use this page if the catalog is on an SFTP server. Configure the SFTP server or choose an existing
configuration.

Press Show to display the folders and selected file types (.bkc or ini). Press Scan to display a list of
only .bkc/ini files from all folders and subfolders in that location. Here you can see how to configure
the SFTP server.

Open backup from Azure storage

Use this page if the catalog is located on Azure server. Configure Azure or choose an existing
configuration.

Press Show to display the folders and selected file types (.bkc or ini). Press Scan to display a list of
only .bkc/ini files from all folders and subfolders in that location. Here you can see how to configure
Azure.

Open backup from Amazon S3 storage

Use this page if the catalog is located on Amazon S3. Configure the Amazon S3 storage or choose an
existing configuration.

Press Show to display the folders and selected file types (.bkc or ini). Press Scan to display a list of
only .bkc/ini files from all folders and subfolders in that location. Here you can see how to configure
the Amazon S3 storage.

Note: One or more of the features mentioned in this chapter might not be available in your edition.
The Professional edition includes all the features. For a comparison between editions, please check
feature matrix topic.

Test

The backup test is meant to ensure the validity and the integrity of the backup files and the backup
catalog. During test, all files and folders from destination will be tested to make sure they were
safely copied. The files in destination are not compared with the backup sources but with the
information stored in backup catalog.

There is a second test option called Quick Test. It does a faster check of the files in destination, only
to verify their existence, without calculating the CRC for each file.

The Test window can be opened from the Jobs tab, by pressing the Test... button or by pressing the
F9 keyboard shortcut. It lists all the available information about the backup versions of the current
backup job.
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e New Backup - Test Backup - 0O

é Test backup job

Backup numbers
Select the backup numbers you want to test from the following list:

Type Backup date Backup Mo, FileMe.  Folder... Comp. 5i.. Uncomp. size
Zlnc.. 8/11/2017 1:49:... 0 564 bytes 204 bytes

“Full  8/11/2017 1:05:... 7 226 ME 226 MB

Hold Cirl {or Shiff) and use
the mouse to select
multiple items

Test process priority

Mormal pricrity

Test Cancel

When you open the window all the backup versions that can be tested are selected. You can select/
deselect multiple backup versions you want to be tested using batch selection on that list. To define
the selection, keep the Shift key pressed and use the up and down arrow keys from your keyboard
or the mouse. If you want to select multiple individual items, press and hold the Ctrl key and select
using the mouse the items you want tested.
There are several columns in the Test window that provide information for each backup version:

e Type - Type of the backup. Each of the backup types is represented by a descriptive icon: -
Full, | Differential, - Incremental, B Mirror
Backup date - Date and time when the version was added to the backup
Backup No. - Number of the backup
File No. - Number of files included in that backup
Folder No. - Number of folders included in that backup
Comp. Size - The compressed size of the backup
Uncomp. Size - The uncompressed size of the backup
Label - Label of the backup increment.

The backup versions in the list can be sorted by clicking on the column headers. The right-click menu
on the column header provides a handy way to show/hide unnecessary columns (except the Type
column which is grayed out).
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Using the Priority slider you can set the test execution speed compared to the rest of the running
processes on your computer. Default is Normal priority, but there are other 4 priority levels: Lowest
priority, Low priority, High priority and Highest priority. On Lowest priority the test process will
consume the minimum amount of computer resources but will take the longer to complete, while
Highest priority will consume the highest amount of computer resources but will take the least to
complete.

To test the selected backup versions press the Test button, or press Cancel (or the Escape key) to
close the window.

After finishing the test, a pop-up message is displayed with the test results:
¢ Testing <backup name> found no errors - means that there are no corrupted/missing files in
the backup

o Testing <backup name> found error(s). Do you want to see the log file? - means that some
files are corrupted or missing from the backup; you should press Yes to see the test log file (
also available from the Jobs tab, Tools section, View Log->Last Test Log)

Backup4all has also the option to test the files automatically after backup. This option is checked by
default and it is recommended to leave it this way. However, if you want to modify it, you can find
the Test after backup option in the Backup Properties- >Advanced window for the selected backup
job.

Note: One or more of the features mentioned in this chapter might not be available in your edition.
The Professional edition includes all the features. For a comparison between editions, please check
feature matrix topic.

Clean backup

The Clean backup window can be opened from the Jobs tab by pressing the Clean button. It gives
options to delete backup numbers based on certain criteria.
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e New Backup - Clean Backup - B

@ Remove older versions from backup

Filter backups by date

[ ] Mewer than aM1/2017

[ ] Older than 8/11/2017

[ ] Older than 1 | | Months
Filter backups by type

[ 1 Do not delete Full backups
Do not delete Differential backups

Manual selection

Select the backup numbers you want to delete from the following list:

Delete  Type Backup d... Backup Mo  File.. Folder.. Totalsi.. Label
| “Incremen... 8/11/2017... 3 0 204 byt...
] —10 8/11,2007... 1 15 7 226 MEB
< >
Reset to filters Check / Uncheck hal
Options

[]Clean the destination folder

Clean process priority Mormal pricrity

Clean Cancel

When you open the window all the backup numbers are displayed. You can either manually check
multiple backup numbers you want deleted or use the filter options to have them automatically
selected if they match a certain criteria. Once you select a type of backup, if there are other backup
numbers depending on it, they will be selected too. For instance, selecting a Full Backup (marked
with red in the list) will also batch select the other incremental or differential backup numbers that
depend on the selected full backup (to keep some of the backup numbers that depends on the full
backup, you will have to start unselecting them in the order they were created).

Please note that when you delete a certain _backup number using the Clean Backup tool, all the
files in the destination that were created for that backup number will be removed.
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There are several columns in the Clean Backup window that provide information for each backup
number:

e Delete - Shows if a backup number is selected for deletion. You can manually check/uncheck
the backup numbers you want deleted. Once selecting a backup number all the other backup
numbers that depend on it will also be selected.

o Type - Type of the backup. Each of the backup types is represented by a descriptive icon and
text: Full, ™ Incremental, = Differential, D Mirror. Additionally, full backups are marked
with red.

e Backup No. - Number of the backup

o Backup date - Date and time when the backup was executed

e File No. - Number of files included in that backup

o Folder No. - Number of folders included in that backup

o Total size - Size of the backup

e Label - Label of the backup increment.

The backup numbers in the list can be sorted by clicking on the column headers. The right-click
menu on the column header provides a handy way to show/hide unnecessary columns.

You can select a backup number by right-clicking it and choosing Check Selected (or uncheck it using
Uncheck Selected). The right-click menu also allows selecting all backup numbers (Check all) or
unselecting them (Uncheck all).

Using the Priority slider you can set the execution speed compared to the rest of the running
processes on your computer. Default is Normal priority, but there are other 4 priority levels: Lowest
priority, Low priority, High priority and Highest priority. On Lowest priority the process will
consume the minimum amount of computer resources but will take the longer to complete, while
Highest priority will consume the highest amount of computer resources but will take the least to
complete.

Filter backups by date

Newer than
If checked backup numbers that are newer than the selected date will be removed when the Clean
operation is executed.

Older than
If checked backup numbers that are older than the selected date will be removed when the Clean
operation is executed.

Older than (fixed date)

The backup numbers that are Older than a certain fixed date will be deleted when the Clean
operation is executed.

Filter backups by type
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Do not delete Full backups
If this is checked, the full backups will be kept even if they fall into the range of files filtered for
deletion.

Do not delete Differential backups

If this is checked, the differential backups will be kept even if they fall into the range of files filtered
for deletion. Note that this option is available only when Do not delete full backups is checked,
because differential backups depend on full backups.

Manual selection

In this section you can manually select the backup versions you want to delete by clicking the
checkbox in front of the backup version.

Reset to filters
Pressing this will ignore any manual selection done and restore the default selection based on the
filters applied.

Options

Clean the destination folder

Selecting this option will also delete from the destination folder all the files and folders which are
not related to the backup job. This action will be executed in addition with the cleanup selection you
made.

Clean process priority

Using the Priority slider you can set the test execution speed compared to the rest of the running
processes on your computer. Default is Normal priority, but there are other 4 priority levels: Lowest
priority, Low priority, High priority and Highest priority. On Lowest priority the test process will
consume the minimum amount of computer resources but will take the longer to complete, while
Highest priority will consume the highest amount of computer resources but will take the least to
complete.

Note: One or more of the features mentioned in this chapter might not be available in your edition.
The Professional edition includes all the features. For a comparison between editions, please check
feature matrix topic.

Erase CD/DVD/Blu-ray

The Erase CD/DVD/Blu-ray window can be opened from the File->Tools->Erase disc menu item.
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(&) Erase CD, DVD or Blu-ray - =

=l %] G: HL-DT-5T DVDRAM GE20LU11 CL{

Maximum read speed of device: 18005 KB/s

Maximum write speed of device: 5540 KB/s

readCD-R, CD-RW, DVD, DVD-R, DVD-RW, DVD+R, DVD+RW, DVD+R DL,
Writing capabilitiess CD-R, CD-RW, DVD-R, DVD-RW, DVD+R, DVD+RW,
Disk type: DVD+RW

Sessions on disk: 1

Disk free space: 108 GE

Disk size: 1.31 GB

Maximum read speed of media: 18005 KB/s

Maximurm write speed of media: 5540 KB/s

I: HL-DT-5T BD-RE GGW-H20L YLO5

Maximum read speed of device: 7056 KB/s

Maximum write speed of device: 7056 KB/s

readCD-R, CO-RW, DVD, DVD-R, DVD-RWY, DVD+R, DVD+RW, DVD+R DL,

0%

I—
o
=1}
o

Eject Refresh list Quick erase Cloze

When the window is shown, devices capable of writing to CD, DVD or Blu-ray disc are listed in it. The
first device from the list is selected by default.
A summary of properties is shown for each device (calculated by Backup4all's internal burner):
e Maximum read speed of device - shows the maximum reading speed of the device (kb/s)
o Maximum write speed of device - shows the maximum writing speed of the device (kb/s)
o Reading capabilities - displays a list of media the device can read from
o Writing capabilities - displays a list of media the device can write to
o Disk type - shows the type of media inserted
e Sessions on disk - number of sessions on the disk
o Disk free space - free space on disk
o Disk size - total size of disk
o Maximum read speed of media - maximum reading speed of media
o Maximum write speed of media - maximum writing speed of media
When an erase is performed, the progress bar shows the percentage of the operation completed.

Options

Load
Closes the CD/DVD/Blu-ray tray. The button is enabled only when a device is selected.

Eject
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Opens the CD/DVD/Blu-ray tray. The button is enabled only when a device is selected.

Refresh list
Will reload all information about the CD/DVD/Blu-ray burners.

Quick erase
Erases the CD/DVD/Blu-ray disc. Additional options are available in the combo:
e Quick erase - disk appears to be empty, but the data is not physically erased (selected by
default)
o Full erase - will physically erase all data on disk. Takes longer to perform

Close
Closes the Erase CD/DVD/Blu-ray window.

Note: One or more of the features mentioned in this chapter might not be available in your edition.
The Professional edition includes all the features. For a comparison between editions, please check
feature matrix topic.

Plugins

Backup4all includes a plugin manager that can be found in File->Tools->Plugins. The Manage Plugins
window allows you to download, add, remove, enable or disable the Backup4all plugins.

After installing a plugin, you can use it on the What do you want to backup page when creating a
new backup job using the New Backup Wizard or on the Sources page using Advanced mode
(Backup Properties).
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(2] Manage Plugins - B “
View and manage plugins O Type to search Refresh plugin list
Plugin Name - File Mame State Category
Local plugins A
Google Chrome Google-chromexmil Ready Metwork and Internet
Internet Explorer Favorites |E_Favortes.xmil Ready System Utilities
Microsaft Outlook MicrosoftOutlookSourc..,  Ready Communications
Mozilla FireFox Frofiles Mozilla-FireFox-Profiles... Ready Metwork and Internet
My Docurnents MyDocurments.xml Ready Local folders -
£ >
Ad-aware SE Personal Install
File: Ad-aware-5E-Personal.xmil Ad-aware was one of the first programs to allow scanning the computer in search
File date: B/12/2012 of adware/spyware and remove those threats, The Personal edition is a free

wersion, and the plugin is designed for it. With this plugin you can easily define a

Categery:  Security and Privacy backup job that will back-up Ad-Aware SE Personal <kins, languages, plugins and

Author: Softland spyware definitions.
Contact: support@backupdall.com
Create your own backs it
Load plugin ... Suggest a plugin Close

Refresh plugin list
Pressing this button will download and show the list of all available plugins available on our website.

Install

This button appears when you select a plugin which is not installed on your computer. Pressing the
Install button will download and enable the selected plugin.

Uninstall

This button appears when you select a plugin which is installed on your computer. Pressing the
Uninstall button will delete the selected plugin from your computer.

If you try to uninstall a backup plugin which is in use by any of the backup jobs from Backup4all, you
will get a warning message that the plugin cannot be deleted as it is used by a backup job.

Enable

This button appears when you select a plugin which is installed but not enabled on your computer.
Pressing the Enable button will activate the selected plugin on your computer so it will be visible in
the New Backup Wizard.

Disable

This button appears when you select a plugin which is installed and enabled on your computer.
Pressing the Disable button will disable the plugin, it will not appear in the New Backup Wizard
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anymore, but the plugin remains on your computer.

Load plugin ...

Press this button to install a new backup plugin.

You will be asked to select the plugin file location from your computer. Multiple plugin files can be
selected and open.

Suggest a plugin
Pressing this button will open a website page in browser, were you can suggest us the plugin to
create.

Close
Press this button to close the Manage Plugins window.

Note: One or more of the features mentioned in this chapter might not be available in your edition.
The Professional edition includes all the features. For a comparison between editions, please check
feature matrix topic.

Logging

Backup4all provides a log engine that helps you track the backup, restore, test, clean and calculate
statistics operations. It is composed of four subsystems: backup logging, restore logging, test logging
and cleanup logging. Log files are accessible from the Jobs tab, History section.

For each operation the system logs:
e start time and date
e the operation
e errors or warnings
e end time and date

The File->Options->Logs and history configuration window provides additional options that you can
select to further customize the logging process.

Log Overview

Backup4all generates log files in various instances. Some logs deal with the running components
(applications) of Backup4all, while others are generated every time a backup related action is
performed. These logs are generated during backup, testing, restoring, cleanup and statistics
calculation.

The format of an action related log file is as follows:
<job-name>_YYYYMMDDHHMMSS.<action>.log
<job-name> - refers to the specific job on which the action was executed

YYYYMMDDHHMMSS - is the year, month, day, hour, minute and second in which this log was
generated
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<action> - refers to the action (backup, restore etc.)

The easiest way to examine specific logs is to right click on a job in the Main Window, go to Job Logs
and select the latest log of a certain type from the list. Alternatively, from the Jobs tab, you may click
on Open Log Folder. This will open the log folder in Explorer. The log folder contains all the logs that
Backup4all has created. The tags in the file names are helpful for sorting the logs and finding specific
ones.

Content

Log detailed information
If this option is enabled, the logs will contain information about every file used in the backup,
restore or test process.

Include summary in log
If this option is checked, the logs will include all the text available in the Summary view.

Log folder

After a long period the application will generate a large number of log files. Since all the log files are
stored in the same folder, the system has an option to limit the size of the log folder. Just select
Restricted to and choose a Size and Unit for the log folder (default is 200MB). If the log file of the
running backup job is larger than the limit, it will still be stored in the log folder. When the same
operation will run again, the previous log file will be deleted.

If you want to keep all log files no matter the size, select the Unlimited size option.

Note: One or more of the features mentioned in this chapter might not be available in your edition.
The Professional edition includes all the features. For a comparison between editions, please check
feature matrix topic.

History

The History window can be open from the left side column by pressing the History button.

In History window you can see all logs for the backup, restore, test actions.
The logs can be filtered by job name, action type, status (success, warning or error) and date.
Double click or right-click on a log to open it.

You can customize the History window if you right-click on the header and check another columns.
The available columns are:

e Name - shows the name of the backup job. It cannot be unchecked

o Type - shows the type of the backup: job

o Default Backup Type - shows the default backup type for each backup job
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Action Type - shows what action was performed: backup, restore

e Action Backup Type - shows what type of backup was performed: full, differential,
incremental or mirror

e Forced - shows if the backup type was forced or it was the default one

o Application - shows if the main application or command line was used to run that backup

e Start Date - shows the backup start date

e End Date - shows the backup end date

e Duration - shows the backup duration

e Status - shows the backup status: success, warning or error

e Files - shows the number of files backed up

e Folders - shows the number of folders backed up

e Size Uncomp - shows the uncompressed backup size

e Size Comp - shows the compressed backup size

e Log Path - shows the path of the log file

The logs can be grouped by each of the available columns. Just drag one or more column headers on
the top of the columns to group the logs by that column.

In the top menu there is the Export button which can be used to export all columns.

Selecting one of these two options, will open the Save as window where you can type a name and
select the path for the file.

The history will be exported into a CSV file format.

Note: One or more of the features mentioned in this chapter might not be available in your edition.
The Professional edition includes all the features. For a comparison between editions, please check
feature matrix topic.

System Tray

When is Backup4all shown in the system tray?

Backup4all icon is also shown in tray if the Show tray icon option from File->Options->Startup and
updates is checked. If this option is selected, the tray icon will remain in taskbar after you close the
main interface. This way you can easily open the main interface.

Show Backupdall

Suspend system
Stop all running

Cancel all running

Show messages
L

The right-click menu of the tray icon allows to:
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Show Backupd4all - shows Backup4all's main window

Suspend system - will pause all the Backup4all activity, all actions in progress will be paused
too

Stop all running - will stop all running actions

Cancel all running - will cancel all running actions

Show messages - will display all active notification messages

The left click menu of the tray icon displays the following options:

e Backupd4all - will open the main interface. If there are backup jobs in progress, there is be a
message indicating how many jobs are active.

e Suspend sustem - will suspend all the application activity, all actions in progress will be paused
too

e Cancel all running - will stop all running actions

e Stop all running - will cancel all running actions

o Show messages - will display the Notifications window

If the system is suspend, a message will appear on the Backup4all interface: Backup system is
paused. No actions will be executed while the system is paused.

Tray Icon Hint:
When backups are executed, restored the tray icon is animated and the name of the backup
jobs are shown in the hint along with the current operation.

Backupdall
One job is active

Note: One or more of the features mentioned in this chapter might not be available in your edition.
The Professional edition includes all the features. For a comparison between editions, please check
feature matrix topic.

Keyboard Shortcuts

Keyboard shortcuts configured in Backup4all:
New backup wizard - CTRL+ N

Open backup - CTRL+ O

=—1 Backup job properties - CTRL + P
Backup - CTRL + F2
II Statistics - F3

Progress

Backup4all 7 User Manual Copyright © 2020 Softland



100

Backup4all 7

@ Refresh - F5
—2

Execute backup - F6

Restore - F7

Pause - CTRL + F8

&
O Stop - CTRL+S

Focus menu - F10

Note: One or more of the features mentioned in this chapter might not be available in your edition.
The Professional edition includes all the features. For a comparison between editions, please check
feature matrix topic.

5.18 Check for updates

e

Backup4all Updates S

New releases for Backupd4all 7
Last checked on 9/11/2017 3:32:07 PM

You have the latest version installed. No update necessary.

News
= % July 31, 2017: Backupdall 6.6 is available
Backupdall 6.6 was released, with optimizations fo